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AR ESP32 AT 18 S EINREUARIER HIA.
BSETENN: Bl AT1ES . WIi-Fi IIEE AT 185 TCP/IP TEF AT 189%,
BaEl, tnE > SHED AT 82 mARZT &M, NIl FhRA,

EERTY::H

ESP32 AT 18 < B R Ch3HEIE: httos.//github.com/espressif/esp32-at

1.1. BEMX AT ES
BEX AT 82BN, FREXFR/FUM _ (FH%) FEEFF.
AT EF ESP-IDF 4g1%, esp-at FiIRME T HAEBENX AT 8L, REBREAREN
AT 3L BAEX 4 libat_core.a B VIR, BB SERIFERM AT BIN E4EH,

MK at_cmd_struct BFENX —FIBLHWUFER, FHF R MUZZE /esp32-at/main/
interface/uart/at_uart_task.c FIZHEROREI, SEIMBENX AT 18<,

1.2. 1&% AT Bl

BERREEARRIR, REETIEFEINAY Flash K/,

REEARR IR
http://espressif.com/zh-hans/support/download/other-
tools?keys=_&field type tid%5B8%5D=13,

GeEHIE T ESP32 AT _BIN X f43A ] download.config SU1#,
AT BlEHR9ER S bin XA T ENIIEE, BAWT:

e at_customize.bin B8 T B D XFMEEE, WEFE ble_data.bin.
factory_param_XXX.bin 1 SSL u—t:F'J E’J XERS. NBFE, JBEdER
AT+FS. AT+SYSFLASH 1#1ERF %

o factory_param_XXX.bin BT EEEAEMN ESP EHREAE; MIREFBCIRITEA,
B IS ZE XY esp32-at/docs/ESP32 AT Factory Parameter Bin.md BE&, 7RI
BBEAER; R, Y% download.config B2 customized_partitions/
factory_param.bin X {4, i NXINHY customized_partitions/
factory_param_XXX.bin,
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Z
[l

ot UART Effl (TX, RX, CTS, RTS) 3N bin X4

ESP32-WROOM-32 Z 5t

GPIO17, GPIO16, GPIO15, GPIO14  CuStomized.partitions/ ,
(ZRIAE) factory_param_WROOM-32.bin

customized_partitions/

= [|4&4
ESP32-WROVER Z7FI/t&E4R GPI022, GPIO19, GPIO15, GPIO14 factory. param, WROVER-82.bin

customized_partitions/

_ ||AEE4
ESP32-PICO ZFIfEA GPIO22, GPIO19, GPIOTS, GPIOT4 o 5 T Pl e
ESP32-SOLO R4 GPIO17, GPIO16, GPIO15, GPIO14  CuStomized_partitions/ -
factory_param_SOLO-1.bin
LL] %88

UART CTS 1 RTS R RIARERER, HIELTMEE.

* ble_data.bin FiF ESP32 {£9 BLE server iY#2{ BLE services;

* server_cert.bin, server_key.bin, server ca.bin BT 12 SSLIAIFIEP;
MR ERENIHEETHEA, MR bin XEFTHEFR,
NRAETHRESDFTEEM, BIEH bin XH#FERFR. 3P4, £ ESP Flash Download
Tool E1RM#tT CombineBin 125, BIIAEZ bin &AL 1 1 bin BT EE.

HEE, 7 CombineBin B, &1 bin XN AHE, UK flash BEEHFEEEKREELE
.

LU 52R:

o IR ESP32 AT E5hskl, HB3I27T “ota data partition invalid” ITEME R, 548 blank.bin 1EEE!
esp32-at/partitions_at.csv H “otadata” I NIAIHEIE, HITHIEMK .

o APAIUBITENX, FEREM UART #1T AT B, HIa, BRiRSCER UARTO B, BEES B
T

make menuconfig -> component config -> AT -> AT UART settings 129 UART O

I EEEIAS M UART 0 FTEN, FBFEIFE menuconfig FAFHFTEN, BURFIBUITR: make
menuconfig --> Component config --> ESP32-specific --> UART for console output

e ESP32_AT Bin/factory 253t ESP B 5 1&4H CombineBin &I ESP AT £~ &4,

MR B1THIFE AT JREE, PI{EAES make print_flash_cmd 1L, BARSEN
T

* rm sdkconfig: MIFRIBAVECE X4
e make defconfig: IRBENSAHIIIAECE X4

* make print_flash_cmd: E1EEFIE
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@ 2. 185 BB
2. 5<10H

AT 5L A AR 9 9 PUAP2EBY :

MiLE< AT+<x>=7 ZaLATZHLATENREESNSHURRETEE.
TiEL AT+<x>7? Za L AT RESHMN=EREIE.

REER AT4<x>=<"> ZRLATRERFEEXNSHE.

WATIES AT+<x> ZA L AT HATRIER AR F 6 RS ECT pJ ZRIINRE.

Espressif 3/96 2018.12


https://github.com/espressif/esp32-at/blob/master/components/at/include/esp_at.h

&0

3. Bt AT 5

Hit AT 85

3.1. B ATHES—W

AT M3z AT BEh

AT+RST BEEHR

AT+GMR BERKER
AT+GSLP 3## N\ Deep-sleep I\
ATE FFx[EIEIhEE
AT+RESTORE MELIRE

AT+UART_CUR

UART HRilaRNEE

AT+UART_DEF

UART BRMABCE, fRTEZ Flash

AT+SLEEP I8 F sleep B3
AT+SYSRAM EFIWHBIFIR RAM KN
AT+SYSFLASH 25 flash P2 X
AT+FS X4 RGIRIE
AT+RFPOWER 1% & RF TX Power

3.2. Efit AT 155

3.2.1. ATk AT B5h

3.2.2. AT+RST—ERFIEIR

AT+RST

0K
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3.2.3. AT+GMR—ZEifRAEE

3. K AT 8%

TIELEARE (B AT+RST) B, AITAFRHIER.

SRGAT busy REHS, WMREMRIES AT+RST, RFUFIET “will force to

restart!ll”, FHiEHIERZ,

AT+GMR

<AT version info>
<SDK version info>

<compile time>

0K

e <AT version info>: AT IRANMZE
* <SDK version info>: SDK fRZANE R

o <compile time>: ZgiF4pAT(E]

3.2.4. AT+GSLP—3# )\ Deep-sleep &I

3.2.5. ATE—Fx[EIZEIHEE

AT+GSLP=<time>

<time>

0K

<time>: IRE ESP32 MEEMRATI, I 2, ESP32 RAEMRIRENK/EB

DREE,

ATE

oK

o ATEQ: <HEIE

o ATEL: FEEIE

3.2.6. AT+RESTORE—{REHIRE

Espressif

AT+RESTORE

OK
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@ 3. B AT 35S

MEHIRE, BEIRFIBEREE Flash WSE, MENBINSEL
REHIRERSBINEER.

3.2.7. AT+UART_CUR—i%E UART HailaitigE, %722l Flash

BEES:

AT+UART_CUR=<baudrate>,<databits>,<stop
bits>,<parity>,<flow control>

BiiE<:

AT+UART_CUR?

+UART_CUR: <baudrate>,<databits>,<stopbi
ts>,<parity>,<flow control>

0K
E1iREINZ UART SLRSHE, BT

DIRNIRE, UART LIS HMESIREER
—EIRE, BRERUR.

0K

e <baudrate>: UART JEHFR
o <databits>: FUENL
5 bit 4RI
6 bit ZUE(I
7 bit B
8 bit ZUE1
e <stopbits>: 121F{
» 1: 1bit {Z1E4I
» 20 1.5 bit F1EfI
» 31 2 Dbit 21

»
»
4
4

0 N o un

o <parity>: RO

» 0: None
» 1: Odd
» 2: Even

3Zx 497

e <flow control>: Ri%E

» 00 MEBERIE

» 1t {$8EE RTS

» 2: {#BECTS

» 3: [EHYfERE RTS #1 CTS

o KNIFEARMREFZ flash,
o ([FRMIEEEREHIFRIE:

» 1015 9 UARTO CTS
» 1014 3 UARTO RTS

° SRASERIYIFTEE: 80 ~ 5000000

AT+UART_CUR=115200,8,1,0,3
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3.2.8. AT+UART_DEF—iXE& UART EC&, {R7%Zl Flash

Espressif

3. K AT 8%

B

AT+UART_DEF?

BEES:

AT+UART_DEF=<baudrate>,<databits>,<stop
bits>,<parity>,<flow control>

+UART_DEF: <baudrate>,<databits>,<stopbi
ts>,<parity>,<flow control>

0K

0K

* <baudrate>: UART JE4FR
e <databits>: ZIE(L

5 bit B
6 bit FUE(I
7 bit HUEI
8 bit HUE(I

e <stopbits>: 121E{

» 1t 1bit Bk
» 2: 1.5bit BN
» 31 2bit BN

»
4
4
»

o N o U

* <parity>: WML

» 0: None
» 1: Odd
» 20 Even
o <flow control>: Ri%E

MERETRIR

{#8E RTS

$8E CTS

EAT{ERE RTS #1 CTS

v v v v
w N P

o NGEWRTFENVS X, EFEBEMEX.

* (ERMERERG SRS

» 1015 /3 UARTO CTS
» 1014 9 UARTO RTS

o SRAFERIIFSEE: 80 ~ 5000000

AT+UART_DEF=115200,8,1,0,3
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3.2.9. AT+SLEEP—i%E sleep &=

3. K AT 8%

BEES:

AT+SLEEP=<sleep mode>

0K

<sleep mode>:

» 00 EARIRE
» 1: Modem-sleep &=,

AT+SLEEP=0

3.2.10. AT+SYSRAM —Z L FIRIF RAM K/

AT+SYSRAM?

+SYSRAM: <remaining RAM size>

0K

<remaining RAM sizes>: HAEIFEIFR RAM K/, EBBAI:

it
<t

AT+SYSRAM?
+SYSRAM: 148408
0K

3.2.11. AT+SYSFLASH—i£5 Flash AF 9 X *

B
AT+SYSFLASH?
TheE: B Flash PRORFHE,

REES:

AT+SYSFLASH=<operation>,<partition>,<o
ffset>,<length>

INRE: I8 E Flash FHIEFHX,

+SYSFLASH: <partition>,<type>,<subtype>,<
addr>,<size>

+SYSFLASH: <length>,<data>

<subtype>: AP XFZEE
<addr>: bk

<size>: XA/N

0K
0K
<operation>:
<partition>: XA
p FIP 7 X#&mR » 0 BRFEOK
<type>: AP XZER > 1 5D
» 20 EPK

<partition>: AP XZH
<offset>: {RFSHbLE

<length>: KE

Espressif 8/96
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@ 3. Efil AT 8%

o [FAARIESLERF at_customize.bin, FMEERSE ESP32 Customize Partitions,

* BRoXIIEEIC:

y EBERDXE, REIELTIB <offset> I <length> 24, AT ZEEFZEInD
X, {5140, #§% AT+SYSFLASH=0,"ble_data" FIIE[FEED “bDle_data” Xig],

» NRERGRDXES, FEEE <offset> Al <length> S, NIXAPNSEHEERE 4KB 1Y
B,

o PDXBIENAINSZE ESP-IDF Partition Tables B9 48 .

// read 100 bytes from the "ble_data" partition offset O.
AT+SYSFLASH=2, "ble_data",0,100

// write 10 bytes to the "ble_data" partition offset 100.
AT+SYSFLASH=1, "ble_data", 100,10

// erase 8192 bytes from the "ble_data" partition offset 4096.
AT+SYSFLASH=0, "ble_data",4096,8192

3.2.12. AT+FS— X4 R EHR1E *

REES:

AT+FS=<type>,<operation>,<filename>,<offset>,<length>

0K

<type>: B BIXZHF FATFS
» 0: FATFS

<operation>:

MIRR S 14

55X

X

BRI

EWHER XM, BRNERER

<offset>: {RIGHHIE, (NEINEERIFIRE

<length>: KE, {REWIZSHRIFIRE

o RINAEBNIAXH], FEERF B{T8 make menuconfig REB/E, EFRIFEAE.

* [EAFIESHFRER at_customize.bin, FHMEEF]SZE ESP32_Customize_Partitions.,

v v v v ¥
A W N RS
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@ 3. B AT 35S

// delete a file.

AT+FS=0,0,"filename"

// write 10 bytes to offset 100 of a file.
AT+FS=0,1,"filename",100,10

// read 100 bytes from offset O of a file.
AT+FS=0,2,"filename",0,100

// list all files in the root directory.

AT+FS=0,4,"."

3.2.13. AT+RFPOWER—1i%& RF TX Power *

REES:

AT+RFPOWER=<wif1i_power>[,<ble_adv_power>,<ble_scan_powers>,<ble_conn_powers]

0K

<wifi_power>: EBMESEHE [0, 11]

» 0: level 0, £ phy_init_data.bin 8958 44 =75, BAIAK 19.5 dBm
» 1: level 1, 2 phy_init_data.bin A58 45 =5, BRIAK 19 dBm

» 2: level 2, &% phy_init_data.bin 895 46 =13, EAIAN 18.5 dBm
» 3: level 3, £ phy_init_data.bin 895 47 =15, BRiAK 17 dBm

» 4: level 4, £ phy_init_data.bin B9 48 =15, BRIAK 15 dBm

» 5: level 5, £ phy_init_data.bin 895 49 =¥, BRIAK 13 dBm
» 6 level 5-2dBm, filEl, Hlevel 55 13 dBm B, 18EH 6 F/x 11 dBm
» 7¢ level 5-4.5dBm

» 8: level 5 -6 dBm

» 9: level 5 - 8dBm

» 10: level 5-11 dBm

» 11: level 5 - 14 dBm

<ble_adv_powers: BLE [ #&#J RF TX Power, BUESEHE [0, 7]

7dBm
4dBm
1dBm

-2 dBm
-5 dBm
-8 dBm
-11 dBm
-14 dBm

v v v v
N o AW N RS

v v v v

<ble_scan_powers: BLE $3##HY RF TX Power, BUESEE [0, 7], [ <ble_adv_powers

o

<ble_conn_power>: BLE 3EM) RF TX Power, BUESEE [0, 7], [E <ble_adv_powers
o KIBLHNRBEHEW, LIrERRESIREEGEER.
e BLERF TX Power ="2%, AIMREINRE, HERNEE.
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@ 3. Bfit AT 18S

AT+RFPOWER=0
&
AT+RFPOWER=0,0,0,0
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> B

4. Wi-Fi ITh8

EAT 182

Wi-Fi IJHE AT 16<

=

AT+CWMODE
AT+CWIAP
AT+CWLAPOPT
AT+CWLAP
AT+CWQAP
AT+CWSAP
AT+CWLIF
AT+CWDHCP
AT+CWDHCPS
AT+CWAUTOCONN
AT+CWSTARTSMART
AT+CWSTOPSMART
AT+WPS
AT+CWHOSTNAME

AT+MDNS

Bl Wi-Fi THEE AT 89— &

5tBA

BE Wi-Fi 2 (STAVAP/STA+AP)

EE AP

BB AT+CWLAP LA RNEM
kAR AP 52

5 AP WiFiEE

IRE ESP32 SoftAP BL&

SREVEREZI ESP32 SoftAP Y Station fI{5 82
1% & DHCP

1% & ESP32 SoftAP DHCP 2 Echy IP SR, #R17ZE! Flash
RE FBZET BEEE AP

FF4A SmartConfig

{21k SmartConfig

8 E WPS IhEE

38 & ESP32 station FH,EFR

MDNS IfgE

12/96
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4.2. EiH Wi-Fi IhEE AT ISR

4.2.1.

Espressif

4. Wi-Fi THBE AT 8%

AT+CWMODE —i% & Wi-Fi &3\ (Station/SoftAP/Station+SoftAP)

MiAFE<:

AT+CWMODE=?

IS

AT+CWMODE?

IhEE: i ESP32 HHT Wi-Fi &
=W

REES:

AT+CWMODE=<mode>

IheE: i&&E ESP32 LAl Wi-Fi 1&
Lo

+CWMODE : <mode> EXY{E

+CWMODE : <mode>

CIIES 0K
OK

0K

<mode>:

» 0 Jo Wi-Fi 830, HEXH Wi-Fi RF*

» 1: Station &z

» 2: SoftAP &I

» 3: SoftAP+Station {2z

RIRERRFAE NVS X,

AT+CWMODE=3

13/96
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@ 4. Wi-Fi IOEE AT 382

4.2.2. AT+CWJAP—3%3E AP

HIFEL .
REEL:
AT+CWJIAP?
AT+CWJAP=<ssid>,<pwd>[,<bssid>]
IheE: E1h) ESP32 Station BiEERY AP . _ .
o = INEE: iRE ESP32 Station FEEHEH AP,
B/Svo
0K
+CWJAP:<ssid>,<bssid>,<channel>,<rssi
: 2t
oK +CWJAP:<error code>
ERROR

° <ssid>: BHim AP B SSID
o <pwd>: ERBER1K 64 F75 ASCII
o [<bssid>]: B#r AP A MAC #hlit, —fgH

* <ssid>! FRRSL, APAISSID FTHZ SSID HHER) AP KIIE5R
o <bssid>: AP B MAC ik * <error code>: ({XWt5E, HAAE)
e <channel>: {5185 ’ 1 EE&L;?S
» 20 EAEEIR
o <rssi>: E58E » 3t AEIBIR AP
yo4r EERKW
» HfE: RAMEIR

SIS BEEF S Station &3, & SSID FHE
password HEBEHIKGS, HlUl, 3E “ ;E\
B, FSEHITEY, HEFRFEXTH.

// If ESP32 station connects to an AP, it will prompt messages:
WIFI CONNECTED

WIFI GOT IP

// If the WiFi connection ends, it will prompt messages:

WIFI DISCONNECT

TIRERRFE NVS X

AT+CWJAP="abc","0123456789"

a0, BFR AP B9 SSID 9 "ab\,c", password 4 "0123456789"\", NS T:
AT+CWIAP="ab\\\, c", "0123456789\"\\"
WMERBZ AP #9 SSID 194 "abc", BT BSSID #HE Bin AP:

AT+CWJAP="abc","0123456789","ca:d7:19:d8:a6:44"
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4. Wi-Fi THBE AT 8%

4.2.3. AT+CWLAPOPT—i%E CWLAP IESHIEY

AT+CWLAPOPT=<sort_enable>,<mask>

0K

4
4
4
4

e <sort_enable>: FS AT+CWLAP FUITIRAR B RIRR(ES8E RSSI EHF:

» 00 RHE
» 1: NIRIE RSSI HEF

o <mask>: IR bit EH 1, WIES AT+OWLAP ML RBTAXEM, WK bit £
0, MFAER., BEMT:

» bit 0: 8B AT+CWLAP RYIiE4S

bit 1:
bit 2:
bit 3:
bit 4:

AR <ecn>

=5 ER <ssid>

8 E AT+CWLAP B34S

BB AT+CWLAP BT ER 2D BN <rssis>
BB AT+CWLAP I ER 25 TR <mac>
8E AT+CWLAP B34

=5 R <channel>

AT+CWLAPOPT=1,31

BTSN 1, RREEWR(FER AT+OWLAP 152,
S

BTNSECN 31, Bl ox1F, R <mask> FITEX bit £EEN 1, BEWMRFH
AT+CWLAP 3185,

HEERBIERESEE RSSI &

HEERBETMESH.

Espressif
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4.2.4. AT+CWLAP—13LpinT FIEY AP

4. Wi-Fi TI8E AT 1§82

REIES
AT+CWLAP=<ssid>[,<mac>,<channel>]

Ihee: FILFF RIS ERMN AP,

HATIES
AT+CWLAP
ThEE: FUikLRTRIAY AP,

+CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<chann
el>

0K

+CWLAP:<ecn>,<ssid>,<rssi>,<mac>,<chann
el>

0K

o <ecn>: MEBAHI

OPEN

WEP

WPA_PSK
WPA2_PSK
WPA_WPA2_PSK

v
u A W N RS

o <ssid>: FRIBSE, AP BJSSID

* <rssi>: 55BE

* [wmac>] GRIEZEN) @ FRFHESE, AP #J MAC ik

* [<channel>] (RIEZH) @ FES

WPA2_Enterprise (BBl AT Rz eSS TANE AP)

AT+CWLAP="WiFi","ca:d7:19:d8:a6:44",6
S EBEHIEE SSID B9 AP:

AT+CWLAP="WiFi"

4.2.5. AT+CWQAP—HIF5S AP H9iEE

Espressif

AT+CWQAP

0K
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@ 4. Wi-Fi IHEE AT 185

4.2.6. AT+CWSAP—fii & ESP32 SoftAP 4K

A% 5 A -
B HEIES

AT+CWSAP=<ssid>,<pwd>,<chl>,<ecn>[
,<max conn>][,<ssid hidden>]

INRE: FEE ESP32 SoftAP HIZ#K,

AT+CWSAP?

IhgE: &1 ESP32 SoftAP B ES .,

+CWSAP: <ssid>, <pwd>, <chl>, <ecn>,<max
conn>,<ssid hidden> 0K

OK
o <ssid>: FRBESH, BMARBN

o <pwd>: FRFBSE, BIIKETHE: 8~ 64 F T ASCI

e <chl>: BES
o <ecn>: MIEAI, A IF WEP

: OPEN

WPA_PSK
WPA2_PSK
WPA_WPA2_PSK

»
4
4
4

A W NS

o [<max conn>] (XESEY) : RVFEN ESP32 SoftAP R % Station 18, EVESEHE
[1,10],

o [<ssid hidden>] (GEIESE) : BRIAN 0, FFE #& ESP32 SoftAP SSID,

» 0 [ #ESSID
» 10 ANHESSID

o FIRERFE NVS Xig,
o FRIFL{NIE SoftAP BRAFBEER.

AT+CWSAP="ESP32","1234567890",5,3
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4.2.7. AT+CWLIF—Eif)i&#Z] ESP32 SoftAP Y Station {52

4. Wi-Fi TI8E AT 1§82

AT+CWLIF

+CWLIF:<ip addr>,<mac>

0K

e <ip addrs: EFEIEZ] ESP32 SoftAP Ry Station IP btk

o <mac>: EIZZ ESP32 SoftAP f Station MAC btk

AIESTEEIES IP, (N5 ESP32 SoftAP F13E AR Station DHCP Y{FEERTIE

B

4.2.8. AT+CWDHCP—ig& DHCP

Espressif

RS

AT+CWDHCP?

WEES:

AT+CWDHCP=<operate>,<mode>
IfeE: % & DHCP,

+CWDHCP: <enable>
oK

0K

<enable>: DHCP 2&$8E
e Bitd:

» 0: Station DHCP *x[4]
» 1: Station DHCP F /&2

* Bitl:

» 0: SoftAP DHCP x4
» 1: SoftAP DHCP F/3

® <operate>:

» 00 XM
» 10

® <mode>:

» Bit@: Station DHCP
» Bitl: SoftAP DHCP

o FIRERFEI NVS X,

o KIBBIESHIZELS IPH9IES (AT+CIPSTA Z5IF1 AT+CIPAP Z5l) HiES/NH:

» R E(FEE DHCP, MEES IP 3G
» EBES IP, M DHCP %4;

» URENIRENE,

AT+CWDHCP=1,1

{F8E Station DHCP, N&[E DHCP mode 3 2, MIE DHCP mode 3 3,

AT+CWDHCP=0, 2

#ha5 SoftAP DHCP, #1828 DHCP mode 3 3, MJEL DHCP mode 79 1.
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@ 4. Wi-Fi IOEE AT 382

4.2.9. AT+CWDHCPS—i&& ESP32 SoftAP DHCP £ By IP SEE, {R7FZl Flash

REIES

BHIES AT+CWDHCPS=<enable>,<lease>,<start IP>,<end

o IP>

AT+CWDHCPS? N -
INRE: % E ESP32 SoftAP DHCP ARES 23D ECHY IP 5
E8

+CWDHCPS : <lease>,<start IP>,<end

IP> OK

oK

e <enable>:

y 00 JBRRIRE IPSEE, MEMIME, REASHIHEE
» 10 {FREIRE IPEE, EESHWMITURES

o <lease>: FTHARI(E], B{U: o, BUESERE [1, 2880
e <start IP>: DHCP fR5528 IP {hAYASIE IP
e <end IP>: DHCP fR5528 IP thAY455R IP

g

o FIREREFE NVS Xi,

o RIELWINTE ESP32 SoftAP &3 {EsE, EFF/E DHCP MR MEM, RER IPSTEM
M5 ESP32 SoftAP #E[E—MEX.

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"
gE

AT+CWDHCPS=0 //iBRRIRE, MERINME

4.2.10. AT+CWAUTOCONN— FEEE & BohiE#E AP

AT+CWAUTOCONN=<enable>

OK

<enable>:

b 0 LEREEE AP
b 10 LEEEERE AP

ESP32 Station BAIA LB BENEE AP,

RIREREFE NVS X,

AT+CWAUTOCONN=1

Espressif 19/96 2018.12



@ 4. Wi-Fi IOEE AT 382

4.2.11. AT+CWSTARTSMART —F /g SmartConfig

REER: HATIRS:
AT+CWSTARTSMART=<type> AT+CWSTARTSMART

IheE: AREIEERER SmartConfig, INRE: FF/E ESP-TOUCH+AIrKiss A&,

OK oK

<type>:

» 1: ESP-TOUCH

» 20 AirKiss

» 3: ESP-TOUCH+AIrKiss

none

SmartConfig E#FIIFEFHIRR™MEEWT:

smartconfig type: <type>  // AIRKISS, ESPTOUCH or UNKNOWN
Smart get wifi info // got SSID and password

ssid:<AP's SSID>

password:<AP's password>

// ESP32 will try to connect to the AP

WIFI CONNECTED

WIFI GOT IP

smartconfig connected wifi // if the connection failed, it will prompt "smartconfig connect
fail"

* FAFAISE ESP-TOUCH FF 18R 7 f# SmartConfig BIFAN 42,
o (Y57 ESP32 BB Station Bz ~EAMA.,

e JHE Smart get wifi info 2 SmartConfig BINFRENE AP (58, 2[5 ESP32 =&
AP, FTENERIRR,

* SHE smartconfig connected wifi RRENINEZZE] AP, IEATATLAEA AT+CWSTOPSMART
&1k SmartConfig B TEMIES . &, & SmartConfig IREFIFNHATHMIES

AT+CWMODE=1

AT+CWSTARTSMART=3

4.2.12. AT+CWSTOPSMART —{21F SmartConfig

AT+CWSTOPSMART

0K

it SmartConfig FINS &, #MI5AF AT+CWSTOPSMART FRRIRIE 5 FRARINTE,

AT+CWSTOPSMART
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@ 4. Wi-Fi IhEE AT 38

4.213. AT+WPS—i%E& WPS IhaE

AT+WPS=<enable>

0K

<enable>:

» 1: FF/E PBC Z£AIH WPS
» 0 XxF] PBC ALK WPS

o WPS IfjBEMAFE ESP32 Station {FEERIIER TEH .
e WPS 35 WEP IIZ 5,

AT+CWMODE=1
AT+WPS=1

4.2.14. AT+CWHOSTNAME —i% & Station BIEHZF5 *

ERLIER BEES:

AT+CWHOSTNAME? AT+CWHOSTNAME=<hostname>

IhRE: &8 ESP32 Station BIEHLZHR, IheE: 1 E ESP32 Station HIEMNZFR,
+CWHOSTNAME : <host name> WR I, R[E

S 0K

AR R{FAHE ESP32 Station 1z, NRE] YN R(FRE ESP32 station &3, MRS
+CWHOSTNAME : <null> ERROR

0K
<hostnames>: FHZI, HFEIZIF 2 FN
o RIGEBENMRTFE Flash, BEEEEIMEBINE.

* ESP32 Station BRIAKIENZFRA “ESP_MAC Hutit{E 3 NFT57, B4,
+CWHOSTNAME : <ESP_A378DA>,

AT+CWMODE=3

AT+CWHOSTNAME="my_test"
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@ 4. Wi-Fi IhEE AT 38

4.2.15. AT+MDNS —i% & MDNS IhgE *

AT+MDNS=<enable>[,<hostname>,<service_name>,<port>]

0K

e <enable>:

» 1: FF/2 MDNS IfgE, R4S HEEIETS
» 0: X4 MDNS IhgE, SN EHEE

e <hostname>: MDNS A2
e <service_name>: MDNS REZZFR, TR TXIZ& A

e <port>: MDNS fRZi%

¢ <hostname> l <service_name> NEEEISEMAFHER (Bl . /F5) .

AT+MDNS=1, "espressif","_iot", 8080
gE
AT+MDNS=0
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5. TCP/IP 12X AT $5<

TCP/IP tHx AT 18<

o B

5.1. TCP/IP iI§$—W xR

B2 R

AT+CIPSTATUS WL EREER

AT+CIPDOMAIN A AR INEE

AT+CIPDNS BENX DNS R8s

AT+CIPSTAMAC 1% & ESP32 Station A9 MAC bt
AT+CIPAPMAC 1% 8 ESP32 SoftAP #9 MAC itk
AT+CIPSTA 18 & ESP32 Station f IP bt

AT+CIPAP 1% 8 ESP32 SoftAP 9 IP ik
AT+CIPSTART #E1I TCP 3%4%, UDP f&4ia#& SSL &z
AT+CIPSSLCCONF fi2 & SSL Client

AT+CIPSEND RIEEE

AT+CIPSENDEX RFEHIE, KEREKE, HEBHFR\0, WAFEEIE
AT+CIPCLOSE > TCP/UDP/SSL 5%

AT+CIFSR FiARHE 1P ek

AT+CIPMUX REZEEER

AT+CIPSERVER %E TCP fR$S2:

AT+CIPSERVERMAXCONN B TCP RS SR AR A ERS
AT+CIPMODE REBEER

AT+SAVETRANSLINK RIFEEREREE Flash

AT+CIPSTO 188 ESP32 11 TCP AR S5 23ATHUABAT AT 8]
AT+CIUPDATE BT Wi-Fi F R

AT+CIPDINFO EIRMEEIRRT, +IPD 281X IP Ak O
AT+CIPSNTPCFG BRI SNTP fR$S 88

AT+CIPSNTPTIME 1) SNTP AJ[8]

AT+PING Ping ThA&E
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5. TCP/IP 183 AT #5%
5.2. TCP/IP {5451k

5.2.1. AT+CIPSTATUS — &K EIEER

AT+CIPSTATUS

STATUS : <stat>

+CIPSTATUS:<link ID>,<type>,<remote IP>,<remote port>,<local
port>,<tetype>

* <stat>: ESP32 Station 3 ORLRES

4
4

ESP32 Station Ei%E#% AP, 3X15 IP #hhit
ESP32 Station 2#£17 TCP I UDP £
ESP32 Station W 4% %13

ESP32 Station ZRi%E#E AP

e <link ID>: WZ8&EHE ID (0 ~ 4), BT Z&EEMNIE)

o <types: FFBRSEL, "TCP TFE "UDP"

»

u W N

»

e <remote IP>: FFFEH, imls IP it
* <remote port>: ITLUHIHE

* <local port>: ESP32 Zxitis 118
e <tetype>:

» 0: ESP32 fENEFin
» 1: ESP32 fENRSE 2R

5.2.2. AT+CIPDOMAIN — i3 Bt ThAE

AT+CIPDOMAIN=<domain name>

+CIPDOMAIN:<IP address>

0K

gE

ERROR

<domain name>: fHAEMTRVES

AT+CWMODE=1 // set Station mode
AT+CWJAP="SSID", "password" // access to the internet

AT+CIPDOMAIN="1iot.espressif.cn" // DNS function
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@ 5. TCP/IP #8x AT 8<%

5.2.3. AT+CIPDNS—BEEX DNS fR53583

ThiE: ENLETIEAIN ONS RS5% | JhhE: IRBEEN ONS BB 3
BIES REIES

AT+CIPDNS? AT+CIPDNS=<enable>[,<DNS server®>,<DNS serverl>]

+CIPDNS:<DNS server®>
[+CIPDNS:<DNS serverils] oK
0K

e <enable> :
» 00 TMEBEEE X DNS fR558:;
» 1 {FEEETENX DNS fRE8:.
o <DNS server@>: zE—" DNS fRs523, RINE;

e <DNS serverl>: 57 DNS fRs52s, PIRE,

s RIRERFRFE flash,

o XF1§<5 AT+CIPDNS=1 (EMRE(FEERTE X DNS fRSS2:, {BRIET <DNS servers> &
#) , MBRIAEF "208.67.222.222" {E5) DNS RS2,

o I3T3E%S AT+CIPDNS=0 (BEIREEERE X DNS fRSSER), MIBIAER "208.67.222.222" 1E
5 DNS fR328, FH, ES5EHERTEMNIITES, DNS RE2EFIEEEEHANEEE
EQO

o BEXEE DNS RS20, HIREM M, it FEEAN T ERIMIL,

AT+CIPDNS=1,"208.67.220.220"

5.2.4. AT+CIPSTAMAC—i% & ESP32 Station &7 MAC ik

SRS

AT+CIPSTAMAC?

REIES:
AT+CIPSTAMAC=<mac>
IhgE: 18 ESP32 Station K

IHEE: i%E ESP32 Station 9 MAC bt
MAC it

+CIPSTAMAC: <mac>
OK

0K

<mac>: FFEZSEN, ESP32 Station A9 MAC ik
o KIFEREEI NVS X,
o ESP32 SoftAP I Station B MAC #BltHAERE, B4 EHIRENE— MAC ik,

* ESP32 MAC S —TF T8 bit 0 REEAN 1, BIEN, MAC HHERTBUA "1a:..." (BAREEX
"15:..."

e FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 #IEE MAC, ToiE#HTIRE.
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5.2.5. AT+CIPAPMAC—izE& ESP32 SoftAP i) MAC ittt

5. TCP/IP 18 AT %

- AT+CIPSTAMAC="18:fe:35:98:d3:7b"

BiEe:
AT+CIPAPMAC?

IHEE: &8 ESP32 SoftAP A MAC

INBE:
ﬂﬂﬂto bﬁb

BEIES:
AT+CIPAPMAC=<mac>

1% & ESP32 SoftAP HJ MAC it

+CIPAPMAC: <mac>

oK
0K

RIZERFE NVS X,

"156:...",

ESP32 SoftAP 1 Station 9 MAC it HA1EE], 1B7EHEHIRENE— MAC Hitlk,
ESP32 MAC HilIF 55— 1N T5R9 bit 0 NEER 1, FIa, MAC Hlita] UKy "18:..." {BZREEX

e FF:FF:FF:FF:FF:FF #1 00:00:00:00:00:00 #3Ei% MAC, ToiE#HTIRE.,

AT+CIPAPMAC="1a:fe:36:97:d5:7b"

5.2.6. AT+CIPSTA—i%E ESP32 Station A IP it

Espressif

BiEe:

AT+CIPSTA?
IfRE: 2538 ESP32 Station #9 IP ik,

IREIES
AT+CIPSTA=<ip>[,<gateway>,<netmask>]
THEE: i%& ESP32 Station Ay IP bt

+CIPSTA:<ip>
oK

OK

A EE:

ESP32 Station IP &% £ AP &, ZFaJIAE1#,

o <ip>: FRFEH, ESP32 Station H9 IP it
b1l

* [<gateway>]: %
® [<netmask>]: FM¥EG

o FIREREFE NVS Xigf,

» IRBEES IP, NIl DHCP 4]
» IBE(FEE DHCP, MRS IP LR
y UREHNRENE,

o KIFEIIRL51RE DHCP 1935< (AT+CWDHCP R3%l) BiEZIm:

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"
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5.2.7. AT+CIPAP—igE ESP32 SoftAP Y IP it

5. TCP/IP 18 AT %

oK

iR REIE

AT+CIPAP? AT+CIPAP=<ip>[,<gateway>,<netmask>]
Ihee: &6 ESP32 SoftAP Y IP bk, Ihag: & & ESP32 SoftAP Y IP bt
+CIPAP:<ip>,<gateway>,<netmask> o

o <ip>: FFEH, ESP32 SoftAP 9 IP ik
o [<gateway>]: W<

* [<netmask>]: FMIEL

o KIFEREEINVS X,
o HENYZIF C 2 IP ik,

» IREFS IP, M DHCP x;
» IRE({FAE DHCP, MER IP T3
» USENRENE,

s KIFEIIRL51RE DHCP 1935< (AT+CWDHCP R3%l) BiEZIm:

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

5.2.8. AT+CIPSTART—}£3I TCP %1%, UDP {&4i5y SSL &1

#2311 TCP %%

TCP B43E$HE (AT+CIPMUX=0) i :

AT+CIPSTART=<type>,<remote IP>,<remote
port>[,<TCP keep alive>]

TCP %3&#% (AT+CIPMUX=1) AT

AT+CIPSTART=<1link ID>,<type>,<remote
IP>,<remote port>[,<TCP keep alive>]

0K

o <link ID>: WZ&EE ID (0~ 4),
o <type>: FRBSH, HIFKD,
e <remote IP>: FRIESH, imim IP Hidt

* <remote port>: ITLUHIHE

REFBILINEE.

» 0: <[4 TCP keep-alive Th&E
» 1~ 7200: {UNAS(E], BBAIM 1s

BT Z&ERNE

"TCP", "Upp" Ejz "SSL"

* [<TCP keep alive>]: IEZIESEN, TCP keep-alive {iTMIAT(E],

BIAKRHALEINRE, BINBTT
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@ 5. TCP/IP #8x AT 8<%

// TCP I fEIREIA MER :
[<link ID>] CONNECT

// TCP AR EREA™ME R :
[<link ID>] CLOSED

FINBIE TCP EizhY, FF/5 keep-alive INEE.

AT+CIPSTART="TCP","iot.espressif.cn", 8000
AT+CIPSTART="TCP","192.168.101.110",1000

HHIESE T X 9 B AT 5{ERRA.

#37 UDP &4
BIEIEAE T (AT+CIPMUX=0) AT : ZEEED, (AT+CIPMUX=1) AT :
AT+CIPSTART=<type>,<remote AT+CIPSTART=<link ID>,<type>,<remote
IP>,<remote port>[,<UDP local IP>,<remote port>[,<UDP local port>,<UDP
port>,<UDP mode>] mode>]

oK

e <link ID>: MZ&%E#Z ID (0 ~ 4), BT ZEENBR

o <type>: FIFRSE, EHEEL, "TCP", "UDP"  "SSL"

* <remote IP>: FFESE, mis IP bk

e <remote port>: LiFIHOS

o [<UDP local ports>]: i%iESEN, UDP Aithim

o [<UDP mode>]: IRIEZER, UDP EMmIEME, FH&EE, Wniih 0

» 00 KWRIEUERR, TESORIRER, BIMERN O
» 1 WEIEEEE, WEREinER
y 20 WEIEUERS, WEniRE R

A EE:

E(FEA <UDP mode> FEESLIKE <UDP local ports,
// UDP 52 [FIREIL MER:

[<link ID>,] CONNECT

// UDP fEEREIREI MER:

[<link ID>,] CLOSED

AT+CIPSTART="UDP","192.168.101.110" ,1000,1002,2
HHESEE 9 B AT I821ERTRHA.
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#2317 SSL &%

AT+CIPSTART=[<link ID>,]<type>,<remote IP>,<remote port>[,<TCP keep alive>]

oK

e <link ID>: WZiEH ID (0 ~ 4), BFZEEMNIE)

o <type>: FIIRSH, EIFHE, "TCP", "UDP" T "SSL"
o <remote IP>: FFESEN, imim IP Hbilk

* <remote port>: mifmiHS

* [<TCP keep alive>]: MBS, TCP keep-alive {IUNET[E], FAIAXFILLINEE, BINBIT
KB B IEINEE

» 0: <[4 TCP keep-alive Ih&E
» 1~ 7200: {UNAYE, EBALR 1s

// SSL I fEREIN TMER

[<link ID>,] CONNECT

// SSLERMERFIREATMER:

[<link ID>,] CLOSED

« SSLZTELARZZTE, IRZETRE, 2SHARER.
o EINBUE SSL EIEZRY, FF/E keep-alive IJRE,

AT+CIPSTART="SSL","iot.espressif.cn",f 8443

5.2.9. AT+CIPSSLCCONF—#ECE& SSL Client *

1. BAYE$ERT: (AT+CIPMUX=0)
AT+CIPSSLCCONF=<type>,<cert_key_ID>,<CA_ID>

2. ZEIERT: (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<type>,<cert_key_ID>,<CA_ID>

IhgE: Bo&E ESP32 fEJ SSL client RIAJIAES .

0K
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o [<link ID>]: MIZERE ID S (0~ 4), ATZERNER; NRZERN, BB,
% B X BRI 4 E R,

* <types: JANEATV

0: RHATINILE

1: 10#; cert ] private key, LAt server IAIE

2: INE; CA, 3IAIE server f9 cert #] private key
3t SNEIAE, SSL client 1 server EABIAIMEXS /5 H9IEH

e <cert_key_ID>: iUFF ID, M O FFIAITEL, ESP32 AT IFZEIFF, A5 ZE esp32-at/
tools/readme.md HH PKI Bin — 4 A bin X1,

e <CA_ID>: CAID, M O FFiAITER. ESP32 AT XiHEZEIEP, AJ5#E espl32-at/tools/
readme.md FHY PKI Bin — 4 A bin X 14,

v v v W

* WF/REARIES, HAEEIL SSLER ZRIEA.

o IHEIGRTZER| flash NVS X158, WIS AT+SAVETRANSLINK F5L3& & fy SSL &L, B3AFF
HIBIERS, SSLIEESRIBEAGR BEHITIER.

AT+CIPMUX=1 // enable multiple connections

AT+CIPSSLCCONF=1,3,0,0 //to set the NO.1 link, loading certificates (with ID 0) for
authentication.

5.2.10. AT+CIPSEND — & i£EK1E

REEL:

1. BAYE$ERT: (AT+CIPMUX=0)
AT+CIPSEND=<length>

2. ZIEIEART: (AT+CIPMUX=1) HATHES:
AT+CIPSEND=<link ID>,<length> AT+CIPSEND

3. WKL UDP {1, FLUGEEN P Mpn: | A TEBCRAN, FHaLRME.

AT+CIPSEND=[<link ID>,]J<length>[,<remote
IP>,<remote port>]

hee: AEBEWEIN, RERZHENKE,
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RIXEEREEIE,

Rt Ap < E SR TIRE] >, AREFIREREOE
1B, BBUBKE length BFIRIXHUE, BIZIEE

BB, FHT—FATES.
ANRREBILESRSERBMATT, &E:
ERROR

SRR REALTI, R

SEND OK

ANREIERER, &)

SEND FAIL

BRI AL RS RITIRE >,
BENBEEARERE, SEREA 2048 F
T, HESEEIE 20 ms BRKS.
HEANRE—E +++ B, REEE AT HES
B, RIE +++ BHEEN, BEDERE 1
WHRT—FATES.

RELDITET B BERA AR BEE ™M
A

#F UDP &L, 18< AT+CIPSTART K
<UDP mode> WAZMA @,

o <link ID>: WEKEEIDS 0~ 4), BTFZEE

BB

<length>: ¥FSE, RIPLEEBIENKE, &

KEER 2048
[<remote IP>]: UDP {&4mn] LA E X in IP

[<remote port>]: UDP &7 DIig & X iinm O

HMESETE 9 & AT ELERTA.
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5.2.11. AT+CIPSENDEX — & i#EiE

KRERES:
1. EEREAT: (+CIPMUX=0)

AT+CIPSENDEX=<length>
2. SEERY: (+CIPMUX=1)

AT+CIPSENDEX=<link ID>,<length>
3. WNRZ UDP 24, AILARE RS IP Mk O:

AT+CIPSENDEX=[<link ID>,]<length>[,<remote IP>,<remote port>]
ELINEE: EEBERERNAN, RERAFIIBNKE,
RIREEREREIE.

B ERMITIRE >, AETIREW S OHIE, HEERER length SEBEIFR \0
B, KRR,

INRARBRIDERTNERMEIF, RE:

ERROR

NREIERIZALTN, IRE:

SEND OK

MREERIZKY, RME:

SEND FAIL

o <link ID>: W& ID S (0 ~4), AT ZEEMNE
o <length>: HFSH, RPREBIFOKE, FARKER 2048

o WIFWHUEKRE length EFIBEIF/ \0 Y, KIXHUE, DEIEEESER, SEHT—5%
AT 8%,

o FFPUELRIZE\0, BEX N \\0,

5.2.12. AT+CIPCLOSE— 4] TCP/UDP/SSL &4

REES (BTFZEEMNER) - HATIES (BFeEemis
AT+CIPCLOSE=<link ID> )

Ih&E: >[4 TCP/UDP {£4i, AT+CIPCLOSE

0K

<link ID>: HBEXHREXRID S, HIDRN5SH, XHMBEE.

// When connection ends, it will prompt message as below

[<link ID>,] CLOSED
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5.2.13. AT+CIFSR—Zifj7sith IP tthit

AT+CIFSR

+CIFSR:APIP,<SoftAP IP address>
+CIFSR:APMAC,<SoftAP MAC address>
+CIFSR:STAIP,<Station IP address>
+CIFSR:STAMAC,<Station MAC address>
0K

<IP address>:

ESP32 SoftAP B9 IP hilt
ESP32 Station £9 IP ik
<MAC address>:

ESP32 SoftAP 9 MAC ik
ESP32 Station #J MAC i

ESP32 Station IP &£i& F AP [5, A aJA&EA,

5.2.14. AT+CIPMUX —i8 & Z&1Z

REIES
AT+CIPMUX=<mode>

IheE: REERER,

TS

AT+CIPMUX?

+CIPMUX: <mode>
oK
0K

<mode>:
y 0 BERERR
y 10 ZERER
o NhEER
o ABEIBBEETR AT+CIPMODE=0), 7 REIRE N ZiEE;
o WIDSEEREUNERT, REEEEN;
o WIREIT TCP BRSS2E, BUMRANRERE, LIKXHMRSES (AT+CIPSERVER=0), ARZ5ZRNST

RZER,

AT+CIPMUX=1
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5. TCP/IP 18 AT %

AT+CIPSERVER=<mode>[,<port>]

AT+CIPSERVER? ¢

+CIPS [,<SSL>,<SSL CA enable>]
INeE: ERRSHEE. .

PRE: SRS e BEESE,
+CIPSERVER:<mode>,<port>,<SSL>,<SSL CA
enable> oK
0K
<mode>:

» 0 KHIRSER
» 10 BIRSE

[<port>]: HESEN, IwOS, BAIAR 333,
[<SSL>1: FRTER “SSL”, FTFHEIL SSL ARS8,
[<SSL CA enable>]:

» 0 MEF CAIANILE
» 1: {$F CAIANILE

o ZIEIZENT (AT+(IPMUX=1), T BEFTEARSS=3.
s RESRAAVFEIE—TIRSER.

o BIEARS=3E, BmEIRSFEN.
o HBEPIWEAN, REMNEGA—TEE D,

/ BADEZEIREIATME R
[<link ID>,] CONNECT

/] EREREREIATME R
[<link ID>,] CLOSED

o 217 TCP fRS5%::
AT+CIPMUX=1
AT+CIPSERVER=1, 80

* 217 SSL BRS5%::
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL",1

5.2.16. AT+CIPSERVERMAXCONN —iZ B RRSZ 23 A F BN IR AEIREL

AT+CIPSERVERMAXCONN?

Inee: EERS[BAVFEIINRAERLL,

REER:
AT+CIPSERVERMAXCONN=<num>
ThRE: RERSHRAVFEIUMNSAERL,

Espressif
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+CIPSERVERMAXCONN : <num>

0K

0K

<num>: FRSSEI/AVFEEILARAERL, BUETHE: (1, 5.

UFRESAERY, BHEUERSHZANRE.

AT+CIPMUX=1

AT+CIPSERVERMAXCONN=2

AT+CIPSERVER=1,80

5.2.17. AT+CIPMODE —ig & {&E5ait&E=t

WS RERES:
AT+CIPMODE? AT+CIPMODE=<mode>
Ihee: EWEHELN, Ihee: REEHR.

+CIPMODE : <mode>

0K
0K

<mode>:

» 00 EREWENL
» 10 EERI, X335 TCP/SSL $3&EHA] UDP BEE&EEXiRaIER

* KIFEAREFE| Flash,

o BEEENEW, MREZUTT, ESP32 SNMERIMEE, LRBIRAA +++ BHEE, N
BILEE; EREREANAZEE, RTERITT,

o WIiFi B1&5 BLE ThEE /A TR, B, (FEEEEEINZHI, 15X BLE IEE
(AT+BLEINIT=0) ,

AT+CIPMODE=1

5.2.18. AT+SAVETRANSLINK —{R17:&1£Zl Flash

RFEE (TCP B3E#E) % Flash

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep
alive>]

0K
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e <mode>:

» 00 BUBFHLIE®E
» 1 (RIFFIHNBEEER
e <remote IP>: Inif IP Z&EIHR
* <remote ports>: ITifiH
* [<type>] (WEEZSER) : TCP, SSL & Ubp, FREZAIAN TCP
o [<TCP keep alive>] (IEIEZH) : TCP keep-alive 0Ull, fREERIAKFLLINAE

» 0: X[ TCP keep-alive THEE
» 1~ 7200: {UNATE), BT

o AREREEEAREIN TOP ERIIRFENVS X, TR ERBRNE TCP EEHFEN
BE,

o RT|ini IP, ImOMEFEIE, PREMZBRTFE Flash.

AT+SAVETRANSLINK=1,"192.168.6.110",1002,"TCP"

R1ZiE%E (UDP {5%i) %I Flash

AT+SAVETRANSLINK=<mode>,<remote IP>,<remote port>,<type>[,<UDP local port>]

0K

e <mode>:

» 0 BUBEFHEE
y 1 REFFNENEEELR

e <remote IP>: iLif IP

* <remote ports: LififH

* <types: UDP, FREZERIAN TCP

o [<UDP local port>] (IEIEZER) : FALHN UDP (RHIRS, {ERMAMIRO

o RIREIFEEERNLEILA UDP EHIRFAE NVS X, TR EEBREI UDP ERFFHEAN
BfE,

* REmis IP, InONBEFENE, FREMEHIRFE Flash,

AT+SAVETRANSLINK=1,"192.168.6.110" 1002, "UDP", 1005

RiFEM (SSL 2iE#%) ZF Flash *

AT+SAVETRANSLINK=<mode>,<remote IP or domain name>,<remote port>[,<type>,<TCP keep
alive>]

0K
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e <mode>:

» 0 BUETHLER
y 1 REFNHENEEER

e <remote IP>: if IP SEITZ

— AW

* <remote ports>: ifif
° [<type>] (EESE) : sSL, FRBZRIAN TCP
o [<TCP keep alive-] (JEIEZ#{) : TCP keep-alive 0T, FREERIAXHFIULINAE

» 0: X[ TCP keep-alive THEE
» 1~ 7200: {UNATE), BT

o AREREEEAREIN SSLERIREFAE NVS X, TR EBBERNEIL SSLERIFHA
BE,

o RT|ini IP, ImOMEFEIE, PREMZBRTFE Flash.

AT+SAVETRANSLINK=1,"192.168.6.110",443,"SSL"

5.2.19. AT+CIPSTO—i& & TCP AR5 23 HEATAT (8]

BHIES: BEIES:
AT+CIPSTO? AT+CIPSTO=<time>
TheE: B TOP RS E@IITIE. TheE: 128 TOP &S SBITATIEL,

+CIPSTO: <time>
oK
OK

<time>: TCP fRS523#BATATIE), BESEE O ~ 7200s,

o ESP32 ) TCP fRE2%, M —ENBEEEHBT TH TCP BEFIHER,
o UNRIFKE AT+CIPSTO=0, NI =B, NEDOXIFIRE .,

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPST0=10

5.2.20. AT+CIPSNTPCFG—igz EHTigi#1 SNTP AR5 2%

BEES:

AT+CIPSNTPCFG=<enable>[,<timezone>][,<SNTP
server®>,<SNTP serverl>,<SNTP server2>]

EWEL:

AT+CIPSNTPCFG?

+CIPSNTPCFG:<enable>,<timezone>,<SN
TP server@>[,<SNTP serverl>,<SNTP
server2>] oK

0K
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e <enable> :
» @: SNTP AK{FaE;
» 1: SNTP {F8E,

o <timezone>: BYIE, SCRE: [-11,13]; & SNTP {$gE, LLSENE; BN, THEE;
e <SNTP server®>: FH— SNTP fR%zs, AJAE;
o <SNTP serverls: S SNTP fR$523, AJAIE;

* <SNTP server2>: =" SNTP fR%5%s, AJFiE,

IREIBSERIEE SNTP server, NMEIAER

"cn.ntp.org.cn","ntp.sjtu.edu.cn

non

,'us.pool.ntp.org"

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn","us.pool.ntp.org"

5.2.21. AT+CIPSNTPTIME—&1if] SNTP A[g]

AT+CIPSNTPTIME?

+CIPSNTPTIME: SNTP H3|&]

0K

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"
0K

AT+CIPSNTPTIME?

+CIPSNTPTIME :Mon Dec 12 02:33:32 2016

0K

5.2.22. AT+CIUPDATE—3i&iT Wi-Fi F&&ER{t

PATIES: REES:
AT+CIUPDATE AT+CIUPDATE=<ota_mode>[,<version>]
Ihee: MATEBEHR. Ihee: IREARELRFRRA,

+CIPUPDATE: <n>
oK

/I RS BER R IRARA T -

<n>
» 10 WEIRSES
y 2: MIRSBV/EWIRANEE; MBIEEMATER, NI HE
y 3 SRIEMERAEER: MRBERAFR, NILLHE
y 4 FFRFR
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<ota_mode> :

» 00 HBAR
none » 1: SSL AR

[<version>] : IBIESE, BIIEEMAHITAR, WA
RE, MWALRIIARA,

o FHRIREBATMEFMNER, BRIEESR.
o FRKMEIRT ERROR, BM0ER .

o EHEIE(GFREIRMA AT BIN (lesp-idf/bin/at), 735548 M Espressif Cloud T & AT Bl
FHR.

o EMFPBTRIEAT BN, NIEEITSEI AT+CIUPDATE IS MIFHRINEE, REBIRMHAMT
hy Demo 1ENSZE (/esp-idf/example/at)

* AP EIAEBIY menuconfig BEBE XA SSL F+4k, 1#¥ME2EEXET “OTA IhAE,
o BWFR AT EE/E, JAFS AT+RESTORE RE H 88, SJHUEMW.

5.2.23. AT+CIPDINFO —1ZIX MK EIRII B B iR R xtim IP Flim O

AT+CIPDINFO=<mode>

0K

<mode>:

y 00 AERME IP MmO
» 10 BRI IP RGO

AT+CIPDINFO=1

5.2.24. +IPD—IZIX B EIE

BT SR
(+CIPMUX=0)+IPD,<len>[,<remote (+CIPMUX=1)+IPD,<link ID>,<len>[,<remote
IP>,<remote port>]:<data> IP>,<remote port>]:<data>

IS TEEBIRSBEA TAN, ESP32 EIKNEIM AR m & O /&)% +1pD FAIEIE.
o [<remote IP>]: RILZEEXIUR IP, FIFE< AT+CIPDINFO=1 {£EEE R

o [<remote port>]: MZBEXIURIKC, FHIES AT+CIPDINFO=1 {FAE

* <link ID>: EIMEEEN DS

o <len>: HIEKE

o <data>: WEIAIENIE
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5.2.25. AT+PING—Ping It

AT+PING=<IP>

IhgE: ping II8E,

+PING:<time>
OK

E)%
+PING: TIMEOUT
ERROR

o <IP>: FIIESH, IPHbht

o <time>: ping MM AT(E]

AT+PING="192.168.1.1"

AT+PING="www.baidu.com"
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6. BLE AT 5%

BLE t1B< AT 8%

6.1.

Espressif

BLE EES—R &R

=
AT+BLEINIT
AT+BLEADDR
AT+BLENAME
AT+BLESCANPARAM
AT+BLESCAN
AT+BLESCANRSPDATA
AT+BLEADVPARAM
AT+BLEADVDATA
AT+BLEADVSTART
AT+BLEADVSTOP
AT+BLECONN
AT+BLECONNPARAM
AT+BLEDISCONN
AT+BLEDATALEN
AT+BLECFGMTU
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP
AT+BLEGATTSSRV
AT+BLEGATTSCHAR
AT+BLEGATTSNTFY
AT+BLEGATTSIND
AT+BLEGATTSSETATTR
AT+BLEGATTCPRIMSRV
AT+BLEGATTCINCLSRV

AT+BLEGATTCCHAR

R

BLE #0%a1

IR E BLE & &t
B BLE R& B

R E BLE Hiti5%

{$8E BLE 13

% & BLE 13NN
%E BLE [ #&E5%

R E BLE [ 1EEUE
FFYA BLE [ 1&
ZHRBLET &

#E1I BLE &i%

¥ BLE EERSH
WrFF BLE &Ei%

RE BLE BIEBKE
®E BLE MTU WK E
GATTS Bl#ERRSS
GATTS HERRSS
GATTS X HIRSS
GATTS &E18ARSS
GATTS BifRSHFE
GATTS BHRSHHEE
GATTS $8RARSBHHEE
GATTS IR ERRSSHFIEE
GATTC AIEARIRS
GATTC KRILBERS

GATTC EIERSIFE
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6.2.1.

Espressif

6. BLE AT 1%

AT+BLEGATTCRD GATTC ZEARSSHHEE
AT+BLEGATTCWR GATTC ERSHHIEE
AT+BLESPPCFG Bc& BLE SPP
AT+BLESPP FF2 BLE SPP
AT+BLESECPARAM 1% & BLE SMP 21
AT+BLEENC FFiA BLE Box
AT+BLEENCRSP 1% 8 BLE BcxINgiy
AT+BLEKEYREPLY B2 BLE X248
AT+BLECONFREPLY B2 BLE oW &R
AT+BLEENCDEV FIEE BN IR E
AT+BLEENCCLEAR FEBREDTE

BLE 15 <#id

AT+BLEINIT—BLE #Jt41t

RS

AT+BLEINIT?

IneE: BWBLER

XL CHLR

REER:
AT+BLEINIT=<init>
THEE: RE BLE WAL AE.

+BLEINIT:Q
0K

+BLEINIT:<role>
OK

P0%R BLE RADIAK, NEWIRE:

213R BLE E#tATL, MEEIRME:
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<init>:

» 0: ¥4 BLE, X4 BLERF*
» 1: client role
» 2! serverrole

o E{HMA ESP32 EH server:

* {£M BLE 18X AT $8<81, DAUCEAAFIRERS, Yiaft BLEBE,

o BLE BBEVIAKE, TEEEDR, NEYRAR, TEIFHA ATRSTER, IE
AT+BLEINIT=0 F5H/E, EFVIRMHMIRE.

» FlESF at_customize.bin F service bin, 1EMIERE RIS E ESP32_Customize_Partitions

» WMaJ4BK service bin X1, 1E5E asp32-at/tools/readme.md.,
» service bin SXIERYIEFEMELE, W esp32-at/at_customize.csv A ble_data 3Rz AYhLIE

AT+BLEINIT=1

6.2.2. AT+BLEADDR—i%E BLE ig &ttt

AT+BLEADDR?
IHEE: &8 BLE 1% 1Y public address,

REES:
AT+BLEADDR=<addr_type>,<random_addr>

IhEe: 1RE BLE &AL, BRMNZENRE
random address,

+BLEADDR: <BLE_public_addr>
oK

0K

<addr_type>:

» 0: public address
» 1! random address

o BREIYSZIFE public address, {¥Z#FI& & random address,
e random address R RS bit WAL 1, ¥4HP]S%E BLE spec,

AT+BLEADDR=1,"f8:7f:24:87:1c:f7"

6.2.3. AT+BLENAME—i%E BLE i%& &

AT+BLENAME?
IheE: &if BLE R&E&M.

REIES
AT+BLENAME=<device_name>
IfRE: 85 BLE BE B,

+BLENAME : <device_name>

0K

0K

<device_name>: BLE I&EZR
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6. BLE AT 5%

o BNRERIRN “BLEAT,
* FIERIREMIRERM, FRAEEI BLE EkZ/E,

GAP service 51 device name characteristic BJ1E, 1¥I515 M BLE core v4.2 vol.3 part C 12.1,
o MREFEAHM FHENGIMNIEEER, NHEE@I AT+BLEADVDATA B E,

Mimg &7 REIRIE), EEXIRENE

AT+BLENAME="esp_demo"

6.2.4. AT+BLESCANPARAM—i%E BLE 1315

Espressif

REES:

A A -

EWER: AT+BLESCANPARAM=<scan_type>,<own_addr_typ
e>,

AT+BLESCANPARAM?
THRE: & BLE REMFHESEL, dow>
THEE:

<filter_policy>,<scan_interval>,<scan_win

RE BLE IREHRHWSH.

+BLESCANPARAM: <scan_type>, <own_addr_type
>)

<filter_policy>,<scan_interval>,<scan_wi | g
ndow>

0K

<scan_type>: 1HIEHY

» @: passive scan
» 1: active scan

<own_addr_type>: iFZEHY

public address
random address
RPA public address
RPA random address

v v v

v
w N 2o

<filter_policy>: I

v

BLE_SCAN_FILTER_ALLOW_ALL
BLE_SCAN_FILTER_ALLOW_ONLY_WLST
BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR
BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

v v
w N B o

>
<scan_intervals: $3$H(EIfE

<scan_window>: FHEEO

s HHEEORNERERTHER

AT+BLEINIT=1
AT+BLESCANPARAM=0,0,0,100,50
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6.2.5. AT+BLESCAN—{¥§Et BLE 1348

REES:
AT+BLESCAN=<enable>[,<interval>]

THRE: HTIE.

+BLESCAN: <addr>,<rssi>,<adv_data>,<scan_rsp_data>,<addr_type>

0K

<enable>:

» 0 (R
» 10 FHIAEE

[<interval>]: JEIESER, FEUTHENE, R ¥

y BIREEIEFME, <interval> TEEE;
» BREFAFME,
- % <interval> Jy O SUERE, %0 AT+BLESCAN=1,0 5 AT+BLESCAN=1 R RIS£E433;
- & <interval> A4 0, {540 AT+BLESCAN=1,3 F=/~i31 3 W/EE4EE, RETTH
ZER,

<addr>: BLE Hiit

<rssi>: BLE{ES®E
<adv_data>: BLE [ #EEE
<scan_rsp_data>: BLE 131&ImA
<addr_type>: BLE ithilf 25

» 0: public address

» 1:random address

» 2: RPA (Resolvable Private Address) public

» 3: RPA (Resolvable Private Address) random

AT+BLEINIT=1 // #J%A1tH client
AT+BLESCAN=1 // FFia33H

AT+BLESCAN=0 // #5333

6.2.6. AT+BLESCANRSPDATA—i%& BLE }A}#NmL

RERES:
AT+BLESCANRSPDATA=<scan_rsp_data>

InEE: % E BLE H3HEIIAL

OK

<scan_rsp_data>: FIENNN, SEERAN HEX 8B, Fla0, IREFWIMALA 0x11 0x22 0x33
Ox44 0x55, MIHEIES Y AT+BLESCANRSPDATA="1122334455"
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N TR RAKER 31 F19,

AT+BLEINIT=2 // #]381t7 server

AT+BLESCANRSPDATA="1122334455"

6.2.7. AT+BLEADVPARAM—iRE[ {ES K

Espressif

B
AT+BLEADVPARAM?
ke B ESH.

BEES:

AT+BLEADVPARAM=<adv_int_min>,<adv_int_max
>,
<adv_type>,<own_addr_type>,<channel_map>
[,<adv_filter_policy>,<peer_addr_type>,<p
eer_addr>]

hee: REN ESH.

+BLEADVPARAM: <adv_int_min>,<adv_int_max>

,<adv_type>,<own_addr_type>,<channel_map
>,<adv_filter_policy>,<peer_addr_type>,<
peer_addr>

0K

oK

<adv_int_min>: /N[ IEEIFE, BUESEE: 0x0020 ~ 0x4000

<adv_int_max>: A #EEIfE, BUESEE: 0x0020 ~ 0x4000

<adv_types: | FEER

: ADV_TYPE_IND
ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

<own_addr_type>: BLE ithiFZE R

» @ :BLE_ADDR_TYPE_PUBLIC
» 1 :BLE_ADDR_TYPE_RANDOM

v v v w
WNEFES

<channel_map>: [TiEEE

1 : ADV_CHNL_37
2 : ADV_CHNL_38

4

4

» 4 : ADV_CHNL_39
» 7 : ADV_CHNL_ALL

[<adv_filter_policy>] CEIESEN) : TiE2=RHM)

: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY
© ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST
: ADV_FILTER_ALLOW_SCAN_WLST_CON_WLST

v v v w
WNEFES

[<peer_addr_type>] (GEIESE() : X735 BLE ihib£HY

» @ :PUBLIC
» 1 : RANDOM

[<peer_addr>] (GEIESE) : X5 BLE il
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<adv_filter_policy>,<peer_addr_type>,<peer_addr> = NSMERENRE, SERRIE
%0

AT+BLEINIT=2 // #3814 server

AT+BLEADVPARAM=50,50,0,0,4,0,0,"12:34:45:78:66:88"

6.2.8. AT+BLEADVDATA—i%E BLE [ 1&EKIE

BREES:
AT+BLEADVDATA=<adv_data>
INRE: 8E BLE [ EHUE.

0K

<adv_data>: [IEHUIEE., SHELFR N HEX F&, A0, 8B EHUEN 0x11 0x22 0x33
Ox44 0x55, MIHEFESH: AT+BLEADVDATA="1122334455"

[TEE&AKERN 31 F7,

AT+BLEINIT=2 // #J441t7 server

AT+BLEADVDATA="1122334455"

6.2.9. AT+BLEADVSTART—FF{4 BLE 1%

PATIES:
AT+BLEADVSTART
TheE: FFiA BLET #&.

0K

7

o ERIHE[IESEN (AT+BLEADVPARAM=<adv_parameters) , MMERBRIAIIBESEG

o ERIGBE[IEMIE (AT+BLEADVDATA=<adv_data>) , M&EZED 0 HIEE.

AT+BLEINIT=2 // #]3&1tA server

AT+BLEADVSTART

6.2.10. AT+BLEADVSTOP—455R BLE [ &

HWATHES:
AT+BLEADVSTOP
Theg: ZER BLET #&.

0K
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7

ETTal B, MINEENL BLE EiR, WZEBMERBLE & LTHEBEBAES.

AT+BLEINIT=2 // #J%&1t9 server

AT+BLEADVSTART
AT+BLEADVSTOP

6.2.11. AT+BLECONN—#237 BLE %&iZ

EWER:
AT+BLECONN?

Thee: &8 BLE Ei.

REES:

AT+BLECONN=<conn_index>,<remote_address
>[,<addr_type>]

INRE: #17 BLE %%,

+BLECONN: <conn_index>,<remote_address>

0K

EHARBIEE, WAER <conn_index>
<remote_address>

0K
BERMINEY, NRT

+BLECONN: <conn_index>,<remote_address>

<remote address>: X 75 BLE 1&& itk
<addr_type>: EIESE, BLE ihitZEHY,

@: public address
1: random address

<conn_index>: BLE ¥%##S, HBIR4F index A 0 MEESE, [FEBIENSTIS 2 EE
ZRIAZ public address ZEH!

»

»

» 2: RPA (Resolvable Private Address) public

» 3: RPA (Resolvable Private Address) random

AT+BLEINIT=1 // #]3&1tA client

AT+BLECONN=0,"24:0a:c4:09:34:23"

6.2.12. AT+BLECONNPARAM — & BLE &iES 5

BHIES:
AT+BLECONNPARAM?
TheE: U BLE EHESH,

REES:

AT+BLECONNPARAM=<conn_index>,<min_interv
al>,<max_interval>,<latency>,<timeout>

InRE: EH BLE EESH.

+BLECONNPARAM: <conn_index>,<min_interval>
,<max_interval>,<cur_interval>,<latency>,
<timeout>

oK

OK/FERERW, BERMEMEERSH
REIRM, HBRT

+BLECONNPARAM : <conn_index>,-1
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<conn_index>: BLE JE#ES, HBIRXHF index 7 0 MR ER
<min_interval>: B/\ERER, HUESEE: 0x0006 ~ 0x0C80
<max_interval>: EAEZEINR, BUESEE: 0x0006 ~ 0x0C80
<cur_interval>: HENEEER

<latency>: BJEE, HUESEE: 0x0000 ~ OxO1F3

<timeout>: #BHY, EVESEE: Ox000A ~ 0x0C80

KIELERITEILERR, HBIXSZH BLE client EFERSH.

AT+BLEINIT=1 // #J%&1t)9 client

AT+BLECONN=0, "24:0a:c4:09:34:23" // 17 BLE %1%

AT+BLECONNPARAM=0,12,14,1,500 // B3f BLE EiES5

6.2.13. AT+BLEDISCONN—#fFF BLE %1%

BREER
AT+BLEDISCONN=<conn_index>

Ihge: WiFf BLE &Eix.

+BLEDISCONN:<conn_index>,<remote_address>

0K

<conn_index>: BLE &E#ES, HaIR % index I 0 NEZEIE

<remote_address>: XI5 BLE &tk

AT+BLEINIT=1 // #JtA{t79 client
AT+BLECONN=0, "24:0a:c4:09:34:23" // }&37 BLE &i%

AT+BLEDISCONN=0 // WiFF BLE &%

6.2.14. AT+BLEDATALEN—i% & BLE B KE

IREES
AT+BLEDATALEN=<conn_index>,<pkt_data_len>

INEE: RE BLE #UEBKE.

oK

<conn_index>: BLE &E##ES, HaIR % index I 0 & ZEE
<pkt_data_len> : ¥UEEKE, BUEEE: 0x001b ~ 0x00fb

FEISEI BLE EiR, THREMEEKE,
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AT+BLEINIT=1 // #0815 client

AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0,30

6.2.15. AT+BLECFGMTU—i% & GATT MTU B9 KE

EIES:

AT+BLECFGMTU?

WEET:
AT+BLECFGMTU=<conn_index>,<mtu_size>

IfgE: &18 GATT (Generic Attribute Profile
nee: W (Generic Attribute Profile) | o nm GaTT MTU K.

MTU BIKE,

+BLECFGMTU: <conn_index>,<mtu_size>

oK //ELEREK
0K

<conn_index>: BLE &EI%S, HEIR I index N 0 BT

<mtu_size> @ BLE FAEHEBETHNKE

 {X BLE client XFFRE GATT MTU KE, HEFEREIL BLE &, 7THIRE MTU KE,

o RALMK MTU KEZLIME, 18&EI8SIRM OK (NERREMNE MTU, Hit, B8EK
EAR—EEN, BIRER, [FAEIEIES AT+BLECFGMTU? EIHLFRA MTU KE,

AT+BLEINIT=1 // #J8A1tH client

AT+BLECONN=0,"24:12:5f:9d:91:98" // 37 BLE &1Z
AT+BLECFGMTU=0, 300

6.2.16. AT+BLEGATTSSRVCRE—GATTS IR

MATIER:
AT+BLEGATTSSRVCRE

INEE: GATTS BlIERRSS .

0K

7

o {3 ESP32 1E4 server BIiZARSS, ERIEF service bin X% Flash 1,
» WAL service bin X, 155%E esp32-at/tools/readme.md.
» service bin SXIERYEFHELE, W esp32-at/at_customize.csv H ble_data 33 AYE,
o ESP32 1EAy server NIZTEXIALTERE, RATBIEMRSS . BLE EEEMYE, TTEBIERS.

AT+BLEINIT=2 // #]3&1t7 server

AT+BLEGATTSSRVCRE
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6.2.17. AT+BLEGATTSSRVSTART —GATTS H/5R:

MiTHES BEES:
AT+BLEGATTSSRVSTART AT+BLEGATTSSRVSTART=<srv_index>

IhEE: GATTS FEZEBARSS. IheE: GATTS FEFEIEEMRS.

0K

x <srv_index>: BREZFS, M 1 RIARIE,

AT+BLEINIT=2 // #J%&1t9 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

6.2.18. AT+BLEGATTSSRVSTOP—GATTS {&1LARSS

MiTHES REES:
AT+BLEGATTSSRVSTOP AT+BLEGATTSSRVSTOP=<srv_index>
ThEE: GATTS fSLL2HES. THEE: GATTS (SLERIEERS .

oK

I <srv_index>: REZFS, M 1 RIEEIE,

AT+BLEINIT=2 // #JM&1LA server
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

6.2.19. AT+BLEGATTSSRV—GATTS &KIARSS

BWiEe:
AT+BLEGATTSSRV?

IneE: GATTS RILARSS .

+BLEGATTSSRV:<srv_index>,<start>,<srv_uuid>,<srv_type>

0K
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<srv_index> : BREFS, M1 EIRIBIE

<start>

» 0: RSARFFA
» 1: REBEHIAR

<srv_uuid> : ARZ5AY UUID
<srv_type> @ PBRSSHYZERY

» 0 REMRS
» 1 BERS

AT+BLEINIT=2 // #J441t7 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

6.2.20. AT+BLEGATTSCHAR—GATTS &I IRZ 4T

RS
AT+BLEGATTSCHAR?

IhEE: GATTS RINARSSHFIL.

/IS FRSBIFIEER, BRaT:

+BLEGATTSCHAR: "char",<srv_index>,<char_index>,<char_uuid>,<char_prop>
IS FHRRHER, BRAF:

+BLEGATTSCHAR: "desc" ,<srv_index>,<char_index>,<desc_index>

0K

<srv_index> @ RSZ5FS, M 1 ECIAEE
<char_index> : BRSBIENFS, M 1 CiREig
<char_uuid> : BRSSHFIERY UUID

<char_prop> @ BRSBHFIEAIE 14

<desc_index> : $SIHEARTTFS

<desc_uuid> : FFEFEIATTAY UUID

AT+BLEINIT=2 // #0341t server
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?
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6.2.21. AT+BLEGATTSNTFY —GATTS B1IRZ 45 &

IBEIES
AT+BLEGATTSNTFY=<conn_index>,<srv_index>,<char_index>,<length>

Ihee: GATTS BAIRRSSIFLIE.

WEILb e < I HITIRE >, RETEEESOME, SBIERER <length> BT, HUTEAIR
1,

HBABRERLT, MR 0K

<conn_index>: BLE &S, HEIR X index I 0 BEEIE
<srv_index> : BRZFS, HIIES AT+BLEGATTSCHAR? BifF]{5
<char_index> @ IRSBHFHENFS, HIES AT+BLEGATTSCHAR? BIEH S

<length> : BUEKE

AR notify BB 8K, 1EMPEISERX BT 9.5 BLE AT R,
AT+BLEINIT=2 // #J441t7 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART // FFIAT 1%, 15 client &E#, HECEREUL notify
AT+BLEGATTSCHAR? // B AIF notify HI4FE

/150, 2R 3 SERSH 6 SIHEEAKER 4 HEUE
AT+BLEGATTSNTFY=0,3,6,4

/RN > FSE, WA 4 FUEIERR, i 1234"

6.2.22. AT+BLEGATTSIND —GATTS 1ERIRZISEE

Espressif

wEES:
AT+BLEGATTSIND=<conn_index>,<srv_index>,<char_index>,<length>

IhEE: GATTS $ERARSHHLE.

WERIEA L ERITIRE >, RETHARKSOHIE, SEBIERER <length> iY, HATHERER
Eo

EIRTERIERT, NI 0K

<conn_index>: BLE &S, HETRXH index 0 B EE
<srv_index> : FRSBF S, HIES AT+BLEGATTSCHAR? =i F]15
HHIMFES, HES AT+BLEGATTSCHAR? E=187]15

<char_index> : R

%
<length> @ HUEKE
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M indicate OB ERAI, FALEAISEREX BT 9.5 BLE AT il

AT+BLEINIT=2 // #]3&1tA server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART // FHUAl 18, %54 client %, client in iR/, NMIZIRENIZUL indication
AT+BLEGATTSCHAR?  // BB RIF indicate AY4FAE

/a0, (£ 3 SRS 7 SEHEERKER 4 LR

AT+BLEGATTSIND=0,3,7,4

/R > FSE, WA 4 FTEURENR, B0 "1234"

6.2.23. AT+BLEGATTSSETATTR—GATTS i & RZ 45 E

BEIES:
AT+BLEGATTSSETATTR=<srv_index>,<char_index>[,<desc_index>],<length>

IheE: GATTS IRERSSHHIE (HA) (&.

WEILta < ERRITRE >, RETRERESEOLE, SBIERER <length> B, HUTIRER
1,

BIRERIEAL, NWIRT 0K

<srv_index> : REEUNERFS, H AT+BLEGATTSCHAR? B4R AIKkE
<char_index> : BRBIFEMNFS, H AT+BLEGATTSCHAR? E145 R ARG

[<desc_index>] (IEESH) @ HIHEANFES. HEHE, WIREFARGHE: ERES, WK
BEHFILE.

<length> @ HUEKE

<length> TEERBITIZASAE (FIART) ISR AKE ., Fa, 1ZRSIFAHMER "0x30 0x31%, &A
KER 2, MRIBE <lengh> A 3 BIRAKE, NSRS,

AT+BLEINIT=2 // #D%A1t)9 server
AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/a0, 18 1S5RS 1 SIHEEANKENR 4 BIEIE
AT+BLEGATTSSETATTR=1,1, ,4

/IR > FEE, WA 4 FTOHEIERIR, flan 1234
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IBEIES
AT+BLEGATTCPRIMSRV=<conn_index>

IhEE: GATTC KMEARARS .

+BLEGATTCPRIMSRV:<conn_index>,<srv_index>,<srv_uuid>,<srv_type>

oK

<conn_index>: BLE E#ES, HBIRXHF index 1 0 IR ER
<srv_index> @ RSBRMERFS, M1 ERLIHE
<srv_uuid> © BRZSHY UUID

<srv_type> @ ARSBHIER!

» 0 REMRS
» 1 BERS

ERAIES, HETEL BLE EE,

AT+BLEINIT=1 // #J%&1t)9 client
AT+BLECONN=0, "24:12:5f:9d:91:98" // ¥&17 BLE &%

AT+BLEGATTCPRIMSRV=0

6.2.25. AT+BLEGATTCINCLSRV—GATTC X B15 RS

IREES
AT+BLEGATTCINCLSRV=<conn_index>,<srv_index>
IhEE: GATTC RWBERS.

,<included_srv_type>

oK

+BLEGATTCINCLSRV:<conn_index>,<srv_index>,<srv_uuid>,<srv_type>,<included_srv_uuid>

Espressif 55/96

2018.12



@ 6. BLE AT 3§

<conn_index>: BLE &EiES, HEIR X index 1 0 F9EER

<srv_indexs> : BREBEIMERFS, M AT+BLEGATTCPRIMSRV=<conn_index> B1f)45 R F5%E
<srv_uuid> @ ARSSHY UUID
<srv_type> : ARSSHIZEEY

y 0: RERRS
y 1: BERS

<included_srv_uuid> : BIEARSAY UUID
<included_srv_type> : BIEZBRSZAVSEEY

» 0 RERS
» 1: BERS

ERAIES, HETEL BLE EE,

AT+BLEINIT=1 // #8819 client

AT+BLECONN=0, "24:12:5f:9d:91:98" // 37 BLE &#:
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 //{RIBRI—SRIESMEIBER, BT index B1f)

6.2.26. AT+BLEGATTCCHAR—GATTC &ZIIRZ4SIE

REES
AT+BLEGATTCCHAR=<conn_index>,<srv_index>

IneE: GATTC RINARSSHFLE,

//RTJ:_FHE tl: _I;I-Il_l\; _LLTQD—F
+BLEGATTCCHAR: "char" ,<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>
/I TFHAFER, ERAT:

+BLEGATTCCHAR: "desc" ,<conn_index>,
<srv_index>,<char_index>,<desc_index>,<desc_uuid>

0K

<conn_index>: BLE E#ES, HBIRXHF index 1 0 IR ER:

<srv_index> : RBEMELERFES, M AT+BLEGATTCPRIMSRV=<conn_index> BiH45 R AIKE
<char_index> @ RBFHENZES, M 1 RIGEIE

<char_uuid> @ BRSBHFERY UUID

<char_prop> : ERSHSAERIEE

<desc_index> : FIHEARTTFS

<desc_uuid> © FHEHIATIAY UUID
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ERAIES, HFESTEI BLE EiE,

AT+BLEINIT=1 // #]3&1tA client

AT+BLECONN=0,"24:12:5f:9d:91:98" // {£1I BLE &%

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 //t{RIBRI—SRIESME AR, 1T index B1f

6.2.27. AT+BLEGATTCRD —GATTC iEEYARZ 43I &

Espressif

wEES:
AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>[,<desc_index>]

IheE: GATTC EENRSHHE () fE.

+BLEGATTCRD: <conn_index>,<len>,<value>

0K

<conn_index>: BLE Fi%S, HEIRIF index 7 0 (B ER
<srv_index> @ ARZKRINERFES, H AT+BLEGATTCPRIMSRV=<conn_index> Z 45 R HIKE

<char_index> : BRSZIFIIANES, H AT+BLEGATTCCHAR=<conn_indexs,<srv_index> E1H%ER
RS
[<desc_index>] (IEIEZEN) : WHEEARFS. BENRE, ZEUHHE: FRE, EEUERR
BE.

<len> : BIEKE
<value> : HEX F&

» HHIES AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index> EEYARSS45ERY
&, BIaNHE<EEGRE "+BLEGATTCRD:0,1,30" RFHIERKEN 1 NFET, RAEN HEX
FE "ox30",

» EHI8<S AT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> JE£HY
FRSHHIEIBIATTAIE, FIANIESTLEURIE] “+BLEGATTCRD: 0,4,30313233” FR R FHEHRTTAY
BRERN 4 DFT, NENHEXFE “0x30 0x31 0x32 0x33",

o EAAIES, FEIFEI BLE EiX,
o MRIZRSFHEBMEASITURIE, WIELRRE.

AT+BLEINIT=1 // #}8A1LA client
AT+BLECONN=0,"24:12:5f:9d:91:98" // ¥3I BLE &%
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 /IRIERI—FKIESHEINER, #8E index B8

AT+BLEGATTCRD=0,3,2,1 //fI4l, iREXE 3 SARSSAVEE 2 SAFLAYEE 1 SHRATHER
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6.2.28. AT+BLEGATTCWR—GATTC 5 RS 43IEE

BEIES:
AT+BLEGATTCWR=<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length>

Ihee: GATTC BRSBHL (ERfF) {E.

KBS ESIITIEE >, AEFHARKEOME, SHEKEDR dength> B, MIT5IE
1,

ESEREMRID, MR oK

<conn_index>: BLE &S, HEIR X index I 0 BEEIE

<srv_index> : RSZEMERFES, H AT+BLEGATTCPRIMSRV=<conn_index> & 1845 R F15K1S
<char_index> : BRSZYFIIAFS, H AT+BLEGATTCCHAR=<conn_indexs,<srv_index> B18%5
3RS

[<desc_index>] (EEZEN) @ $HEEARTFES. HENEE, WEHHLE: BB, SHEATHN
B,

<length> @ FUIBEKE

o (EAAIES, FEITEIL BLE HiZ,
o WMRZRSHL (AT BUEATSITERME, WELRRE.

AT+BLEINIT=1 // #)%A1LA client

AT+BLECONN=0, "24:12:5f:9d:91:98" // ¥37 BLE %%
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 /IRIBBI—HKIESHEINER, 18E index B
/10, B35 3 SIREME 4 SHHE, BAKEN 6 ROEUE
AT+BLEGATTCWR=0,3,4, ,6

/R > fE, BB ORNEIE "123456" BIR]

6.2.29. AT+BLESPPCFG —fit & BLE #{E1E=

AT+BLESPPCFG=<cfg_enable>,<tx_srv_index>,<tx_char_index>,<rx_srv_index>,<rx_srv_ind
ex>

Ihee: FoE BLE BEER, DBNEEMD characteristic, —PMRATFREHIE, —PATFEKE
&, fFEREiERENRRRIE,

oK
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<cfg_enable>:

° 0: 5 BLE SPPiRESE Z2EMNIUNSHITEETE,
e 1: i¥E BLE SPP 28, ZEMIEMSHMWIIES,
<tx_srv_index>: BREZFS, IBERTAIZEIEM characteristic FTTERY service BF S .
o UNZ ESP £y BLE server, F AT+BLEGATTSSRVCRE B R AIKE, 2AHIAY service
ID;
* {8 ESP £y BLE client, HJ AT+BLEGATTCPRIMSRV=<conn_index> &ifjERHHE, 2
IR service 1D,
<tx_char_index>: fRZ5 characteristic (IS, IEERT AIZEIER characteristic BIFS

o Y12 ESP 1£) BLE server, F AT+BLEGATTSCHAR AR HIRE, ZAMA
characteristic ID; ZE3KItb characteristic 3245 notify 243 indicate;

o 1% ESP fEA BLE client, FH AT+BLEGATTCCHAR=<conn_index>,<srv_index> &if45R 5
$R1§, RITiHAY characteristic ID; ZEKILL characteristic 215 write,

<rx_srv_index>: BREZFS, TR TIEWEIER characteristic FTTERY service BIF S .
o {5 ESP ¥EJy BLE server, H AT+BLEGATTSSRVCRE B4R A5RE, 2AHIAY service
D;
o YN8 ESP {EJ BLE client, Hl AT+BLEGATTCPRIMSRV=<conn_index> &5 RAHFE, 2
iwAY service 1D,
<rx_char_index>: FREZHFIENFES, FBEATFIEREUEDN characteristic %S ;

o NS ESP #£X BLE server, F AT+BLEGATTSCHAR EiH4ERFIRE, A
characteristic ID; 3Ktk characteristic 3235 write;

o Y18 ESP fEJ BLE client, F3 A AT+BLEGATTCCHAR=<conn_index>,<srv_index> Z1f45 58
3RS, 2mIHM characteristic ID; ZESRILE characteristic 213 notify 2& indicate,

o TIESTENAN BLE Z[EENFIECE .
o NESFAMEERA, M&E—XNEENE.

o U2 characteristic AZ3FEERIE, NMSIRE “ERROR", ANiZEENMRFE flash, ERAER
g% 4] BLE ThREZ RIS S,
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AT+BLEINIT=2 // #3814 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

AT+BLEADVSTART // FFUAT &
// client EN, BLE ZE#Z#E3L, Y532/~ +BLECONN:@,<client MAC>

/540, RESE 1 SARSBIIEE 7 S characteristic A EE, XEE 1 SIRENES S
characteristic J9iEi@E

AT+BLESPPCFG=1,1,7,1,5

// client IREEEIRBNMIABIEE (flal, LiAREE 7 S characteristic) , 7 notify 2&
indicate,

6.2.30. AT+BLESPP—Ff/3 BLE E#{&&E5

AT+BLESPP
IfBE: FF/3 BLE BEEER,

0K
> /! EFRMNEIE,

MITIEL EIRITIRE] > 175, ESP32 ¥\ UART-BLE B{EER .
LA BN —E +++ BY, ESP3 2 IREIEE AT I591E .

RiE +++ BEBEEZN, BEDER 1 WBR T —FAT L.

o FFBBER, ST AT+BLESPPCFG WECE; WRKEE. BREBSTHEERE SN (Hlu,
characteristic 9B TS EXK) , MR[E ERROR,

o WR Wi-Fi BEEFE, NWiRE ERROR,

o IR BLE - FREZFEZEZIPAT, MIRE ERROR,

o W BLE IETE[ & (BRT ARIERZAUI 15 ADV_TYPE_NONCONN_IND) , MIiR[E] ERROR,
° MREBEENAT, BLE EEZUH, ESPR—ERINERREE.
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AT+BLEINIT=2 // #3814 server

AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

AT+BLEADVSTART // FFHAT 1%

// client N, BLE E#ZEIL, Y532/ +BLECONN:Q,<client MAC>

/BN, 8BS 1 SRSEME 7 S characteristic A5 @iE, RBEE 1 ERBZMNES S
characteristic J91E3&5&

AT+BLESPPCFG=1,1,7,1,5

// client IREEEIRBENMIAGIEE (flal, LiARE 7 S characteristic) , 7 notify 2%
indicate,,

AT+BLESPP // FF/Bi5BE

6.2.31. AT+BLESECPARAM —ig B INZS

BEES:

AT+BLESECPARAM=<auth_reg>,<iocap>,<key_s
ize>,<init_key>,<rsp_key>

B
AT+BLESECPARAM?

Ee: m5 s
hEE: Ei) BLE SMP MESHL, IhgE: 12 E BLE SMP MESH,

+BLESECPARAM: <auth_reg>,<iocap>,<key_siz
e>,<init_key>,<rsp_key> 0K

oK
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<auth_reg>: JAIEESR

ESP_LE_AUTH_NO_BOND
ESP_LE_AUTH_BOND
ESP_LE_AUTH_REQ_MITM
ESP_LE_AUTH_REQ_SC_ONLY
ESP_LE_AUTH_REQ_SC_BOND
ESP_LE_AUTH_REQ_SC_MITM
ESP_LE_AUTH_REQ_SC_MITM_BOND

<iocap>: HINEILEES

v v v v Vv wvw
NOOUVTBANRES

» ©: ESP_IO_CAP_OUT /*!< DisplayOnly */

» 1: ESP_IO_CAP_IO /*1< DisplayYesNo */

» 2: ESP_IO_CAP_IN /*1< KeyboardOnly */

» 3: ESP_IO_CAP_NONE /*1< NoInputNoOutput */
» 4: ESP_IO_CAP_KBDISP /*1< Keyboard display */

<key_size>: BEAKE, EUETHE:[7, 16]

<init_key>: #JIAZRER

» ZFDbitO A 1, T/ ESP_BLE_ENC_KEY_MASK  // to exchange the encryption key

» & bit1 &1, RN ESP_BLE_ID_KEY_MASK // to exchange the IRK key

» & bit2 A 1, 3FRx ESP_BLE_CSR_KEY_MASK  // to exchange the CSRK key

» F bitd3 1, /s ESP_BLE_LINK_KEY_MASK  // to exchange the link key(this key

just used in the BLE & BR/EDR coexist mode)

<rsp_key> : Mo/ Z3%H

» EDbitO A 1, T/ ESP_BLE_ENC_KEY_MASK  // to exchange the encryption key

» & bit1 &1, RN ESP_BLE_ID_KEY_MASK // to exchange the IRK key

» Fbit2 A 1, K% ESP_BLE_CSR_KEY_MASK  // to exchange the CSRK key

» FDbit3 A 1, K/~ ESP_BLE_LINK_KEY_MASK  // to exchange the link key(this key

just used in the BLE & BR/EDR coexist mode)

IELENRTE BLE S ZBIEA.

AT+BLESECPARAM=1,4,16,3,3

6.2.32. AT+BLEENC— & 2hinZ3iEK

RIS
AT+BLEENC=<conn_index>,<sec_act>

INRE: &2 BLE SMP 1N&iEK.,

0K

<conn_index>: BLE &S, HEIR I index 0 U IEER
<sec_act>:

ESP_BLE_SEC_NONE
ESP_BLE_SEC_ENCRYPT
ESP_BLE_SEC_ENCRYPT_NO_MITM
ESP_BLE_SEC_ENCRYPT_MITM

v v v w
W NP
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AT+BLESECPARAM=1,4,16,3,3
AT+BLEENC=0,3

6.2.33. AT+BLEENCRSP— B &€ 1N23i55

REIES
AT+BLEENCRSP=<conn_index>,<accept>

IfRE: [B1E BLE SMP j1ZiEK,

OK

<conn_index>: BLE &E&S, HEIRXF index 7 0 B8 &EEZ
<accept>:

» 0: reject
» 1: accept

AT+BLEENCRSP=0, 1

6.2.34. AT+BLEKEYREPLY — [ £ InZ2 %3458

REIES
AT+BLEKEYREPLY=<conn_index>,<key>

IfRE: [B1E BLE SMP Eexd%34A.

OK

<conn_index>: BLE &S, HEIR I index v 0 B IEE

<key>: BLXIEA%EH

IMBRIRIS T EREN AR 649784 HHATECXS

AT+BLESETKEYREPLY=0, 649784

6.2.35. AT+BLECONFREPLY —EEMIAER

REIES
AT+BLECONFREPLY=<conn_index>,<confirm>
Ihee: BIEERMWINER, BFAISEIEMBEZBNOER.

0K

<conn_index>: BLE &S, HEIR I index y 0 BB EE
<confirms>:

» @: No
» 1: Yes
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D)

/1 BEX SIS
AT+BLECONFREPLY=0,1

6.2.36. AT+BLEENCDEV —& B4 EMi8%

AT+BLEENCDEV?

+BLEENCDEV:<enc_dev_index>,<mac_address>

OK

<enc_dev_index>: BLE E4TIRENEERS, HFIRXIT index N 0 BEBEE

<mac_address>: B4FEIREHI MAC Hitlk

AT+BLEENCDEV?

6.2.37. AT+BLEENCCLEAR —fZ[$ 48 E

RERS: WATIES:
AT+BLEENCCLEAR=<enc_dev_index> AT+BLEENCCLEAR
IRE: MERREFEEERNAERR. IhRE: MEBRPIBAIERR.

OK

<enc_dev_index>: BLE EEIRENEERS, HATRASE index 1 0 FURERR

AT+BLEENCCLEAR
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7. IXREIRTFE NVS

7. RERTFE NVS X AT 18271%

X1z AT 155

Espressif

=

AT+UART
AT+UART_DEF
AT+CWDHCP
AT+CIPSTAMAC
AT+CIPAPMAC
AT+CIPSTA
AT+CIPAP
AT+CWDHCPS
AT+SAVETRANSLINK
AT-+CWMODE
AT+CWJAP
AT+CWSAP

AT+CWAUTOCONN

AT+CIPSSLCCONF

1 EE:

NVS Z#[X R 0xFAO00 ~ Ox110000, 88 KB,

P

AT+UART=115200,8,1,0,3

AT+UART_DEF=115200,8,1,0,3

AT+CWDHCP=1,1

AT+CIPSTAMAC="18:fe:35:98:d3:7b"

AT+CIPAPMAC="1a:fe:36:97:d5:7b"

AT+CIPSTA="192.168.6.100"

AT+CIPAP="192.168.5.1"

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+SAVETRANSLINK=1,"192.168.6.10",1001

AT+CWMODE=3

AT+CWJAP="abc","0123456789"

AT+CWSAP="ESP32","12345678",5,3

AT+CWAUTOCONN=1

AT+CIPSSLCCONF=1,3,0,0
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ETH IR

8. T HBIER

ESP32 AT 1§21 aIIR~ME BRI T :

R’RRER

ready

ERROR

WIFI CONNECTED
WIFI GOT IP
WIFI DISCONNECT

busy p...

<conn_id>,CONNECT

<conn_id>,CLOSED

+IPD

+STA_CONNECTED: <sta_mac>
+DIST_STA_IP:<sta_mac>,<sta_ip>

+STA_DISCONNECTED:<sta_mac>

+BLECONN
+BLEDISCONN
+READ

+WRITE

+NOTIFY
+INDICATE
+BLESECNTFYKEY

+BLEAUTHCMPL

Espressif

iR

AT Bl AT E 5]

BLRAEIR, WERLIHITHE

ESP station %&#%Z! AP

ESP station XEXZ IP ik

ESP station #Y WiFi Z 4l

busy processing, FRAGIETLIEFI—&KIES
I T <conn_id> SWKEE
<conn_id> S W& EHEUTFF

EIRRI MR

& station N ESP softAP

ESP softAP £53% A\#J station 2EC IP Hhilt
station M ESP softAP Wi &

BLE ZIT &

BLE Bz

BLE #ZUS R IF

BLE #ZIKEIS#F

BLE $ZUREIBANIRIE

BLE ZUREIERIRIE

BLE SMP %%

BLE SMP EZXJ58A%
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9. AT {52 £ A

AT 18 <{EFR G

©BP

RENBTLME IR AT $8ERRE,

9.1. HiEE TCP EFin

1. 1% E Wi-Fi B :

AT+CWMODE=3 // SoftAP+Station mode

M v -
0K

2. EEKH:

AT+CWJAP="SSID", "password" // SSID and password of router

iy :
oK

3. BIEIRE P Hbilk:

AT+CIFSR

iy :

192.168.3.106 // device got an IP from router

4. PC 5 ESP32 &Ei#ZE—"1EH, 7 PC HEBMEZEALTE, GIE— TCP k%R,
- f5lEn, {RRi% TCP BRS528A9 IP 4 192.168.3.116, w4 8080,
5. ESP32 fE N EFimEIEE TCP iRS52::

AT+CIPSTART="TCP","192.168.3.116",8080 // protocol, server IP & port

6. RIXEIE:

AT+CIPSEND=4 // set date, such as 4 bytes
>TEST // enter the data, no CR

M v -

SEND OK

| EE:

FRANFEHHEBY TIESIRENEKE (n), WS busy, FEXEFIEREI N NFET, KREATRE
NaAZ SEND OK,
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9. AT 35S

7. ERWEE:

+IPD, N XXXXXXXXXX // received n bytes, data=xXXXXXXXXXX

9.2. UDP {&%

UDP fEHIAX RSB e E B Pln, FIES AT+CIPSTART I {EHIX R,

1

188 Wi-Fi =

fERRAY

AT+CWMODE=3 // SoftAP+Station mode

M v -
0K

EIRREH

AT+CWJAP="SSID", "password" // SSID and password of router

iy :
oK

EIIRE IP Hudk:

AT+CIFSR

9.2.1.

iy :

+CIFSR:STAIP,"192.168.101.104" // IP address of ESP32 Station

PC 5 ESP32 HFiZE—1IKH, 7 PC HEAMKZIALTE, A2 UDP £,

- f5lE0, {Ri% UDP B9 IP Hhtity 192.168.101.110, %[ 8080,

TETN B UDP @SR Al

ElE zixk UDP &5

UDP B{ERnisEE, HH AT+CIPSTART I8SHHESH 0 RAE, DEE—"TEESHAXT
EEEE, TaEIRETRIREEAEHNET,

1. [FEEZ &R
AT+CIPMUX=1
Mz -
oK
2. B UDP &4, flun, pE&ERE ID XM 4,

Espressif

AT+CIPSTART=4,"UDP","192.168.101.110",8080,1112,0
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ez -

4, CONNECT
oK

L) 52RR:
e "192.168.101.110",8080 Jy UDP £&ifNinis /P Mlizimin 1, Hmi2 PC EIIr UDP L&,
e 1112 Jy ESP32 {9 UDP Aihix [, AP BETIRE, WAKENNETIE,

o QR HFI UDP E5EIE, UDP Mg s EMIREER: BMEEEMiREEN UDP thill KR
E ESP32 UDP U1 1112, ESP32 4 5 UDP fEMNininth At ik, (FAES AT+CIPSEND=4,X
RIFHIE, DARSEREN PC HIKE,

8. RIEEE:

AT+CIPSEND=4,7 // send 7 bytes to transmission NO.4
>UDPtest // enter the data, no CR

My :

SEND OK
| R

FRANNFEHHEBY THESIRENEKE (), WS busy, FHAXEIENH N NFET, RATHE
NaAZ SEND OK,

4. FERYE:

+IPD,4, N XXXXXXXXXX // received n bytes, data=xXXXXXXXXXX

5. WiFF UDP 1£%:

AT+CIPCLOSE=4

Mo Y -

4,CLOSED
0K

9.2.2. mimAIEAY UDP B&BIE

1. B2 UDP 2%, &EZE0 2:

AT+CIPSTART="UDP","192.168.101.110",8080,1112,2

M A -

CONNECT
0K
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L1 BB :
° "192.168.101.110",8080 Jy UDP {£i#iRinis /P Mlinimis [, FEaidk PC EIIHI UDP ECE.
e 1112 Jy ESP32 {9 UDP Aihix [, AP BETIRE, WAKENNETIE,

o 2RI UDP EHEN S, UDP EMininZ BMASER,; UDP EHNLiREREEMNEN R
— /X5 ESP32 UDP B{sHyizis IP Flik .,

2. RIFEIE:

AT+CIPSEND=7 // send 7 bytes

>UDPtest // enter the data, no CR
M A -

SEND 0K

! R

FERANEDHEBE TIESIRENKE (n), WAL busy, FEZEFIENEI N NFET, RETRE
Az SEND OK,

3. BEEE . UDP 8345 EHA AN UDP nim, REIREX 5 IP fim BN,

AT+CIPSEND=6,"192.168.101.111",1000 // send six bytes
>abcdef // enter the data, no CR

M v :
SEND OK

4. FZIREHE:

+IPD, N XXXXXXXXXX // received n bytes, data=xxxXXXXXXxx

5. W7t UDP 1&%:

AT+CIPCLOSE

M A -

CLOSED
0K

9.3. Wi-Fi &1t
AT Demo {X1£ ESP32 fEA TCP B imEiEoy UDP £5mbt, XIFiEE,
9.3.1. TCP BEFimfpiEIEEE

DA ESP32 YE Station L3 TCP & i B2 EIE B LRI EAI,
1. 1R E Wi-Fi B
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AT+CWMODE=3 // SoftAP+Station mode

M A -
0K

2. EEKH:

AT+CWJIAP="SSID", "password" // SSID and password of router

My :
oK

3. EWIRE IP il

AT+CIFSR

My :

192.168.101.105 // device's IP that got from router

4. PC 5 ESP32 FHiEE—1EH, 7 PC HERAMEZAXTE, BlE— TCP R%E2:.
- f5lan, {RRi% TCP BRs523RY IP 4 192.168.101.110, I®MA 8080,

5. IR&EIFN TCP B imi&E% TCP RS54

AT+CIPSTART="TCP","192.168.101.110", 8080 // protocol, server IP & port

iy :
oK

6. {EBEEMER:

AT+CIPMODE=1

iy :
oK

7. RIFEE:

AT+CIPSEND

Espressif

ez -

> // From now on, data received from UART will be transparent
transmitted to server

8. IR AR EEE:

R EREEFETRES, FRFIBEBN—BEE +++, NREBEZRIE. BEDER 1
®, BRF AT L.

BEE, MREZEAREITFEN +++, BRIENEKXE, THRINNZEZN=" +.

4
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+++ RHBEREEE, BEIER AT H5LERN, TCP EHRDARMRIGH, HAIINER AT+CIPSEND 15

<, THAEE.

9. BHEEE:

AT+CIPMODE=0

M A :
0K

10.67FF TCP ZEiz:

AT+CIPCLOSE

M A :

CLOSED
oK

9.3.2. UDP &f&

AT A ESP32 YEy SoftAP LI UDP B {ERg%& 4,

1. %8 Wi-Fi 2= :

AT+CWMODE=3 // SoftAP+Station mode

Mo Y -

0K

2. PC &N ESP32 SoftAP:

TN

ESP_781700 SislE
AC750

ZTE_5560

TL-WR842N

A

L
L
|
M

3. £ PC LERNLIARXEIF, BIE—" UDP,

- fBan, 1% UDP i IP  192.168.4.2, Iw[Jy 1001

4. ESP32 5 PC Xz 17 E E X imhAY UDP £,

o

Espressif

AT+CIPSTART="UDP","192.168.4.2",1001,2233,0
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M -
oK

5. {EBEEMERI:

AT+CIPMODE=1

ez -
0K

6. RIEEUE:

AT+CIPSEND

ez -

> // from now on, data received from UART will be transparent
transmitted to server

7. B REEYE:

EREEREEFETRES, FRAFBBN—BEIE +++, NREBEZRIE. BEDER 1
®, BRF—KATEZ.

BEE, MREEZAREITFEN +++, BRIENEXE, THRINAZEZN=" +

4

! R

+++ RHNBERAEE, BEIER AT H5LERN, TCP EHRDARMRIH, HAIINER AT+CIPSEND 15
<, THAEE.

9. BHEMER:

AT+CIPMODE=0

i -
oK

10.1IB& UDP 1&£4:

AT+CIPCLOSE

ez -

CLOSED
oK

9.4. ZiEIZ TCP BR533

H&J AT Demo ESP32 (X235 —> TCP fR5528, HMTUFREZ %R, BIREIEZ D
TCP &P,
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AR ESP32 BN SoftAP , #2317 TCP BRSS9z, WSR2 ESP32 fEJ4 Station, B

EEREHE, FEETRSE.
1. 88 Wi-Fi 85

AT+CWMODE=3

// SoftAP+Station mode

My :
oK

2. [EBEZEE:

AT+CIPMUX=1

M v -
0K

3. 11 TCP BRZ58::

AT+CIPSERVER=1

// default port = 333

M v -
0K

4. PC &N ESP32 SoftAP:

ESP_781700
AC750
ZTE_5560

TL-WR842N

ez

'ﬂﬁ!
1!“!
1!“].

5. f£ PCERNZIAA TR, FX TCP & imiEs

1 EE:

RE,

Xk

ESP32 1Fh TCP RRS5=5EBIIALHI, WMREZEUG, —RINBATTEIERE, ESP32 TCP RBH™E
¥ TCP B B18. 1B7E PC W4 T RiE £ ESP32 FEII— 2s MBS R 1%, AT RITER.

6. RIxEIE:

// ID number of connection is defaulted to be @

AT+CIPSEND=0,4 // send 4 bytes to connection NO.Q
>iopd // enter the data, no CR
M A :
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SEND OK

1 EFE:

ERMANFHHEBY THEIRENKE (), WKL busy, FREBIENR n DFT, RETHE

W SEND OK,

7. ERWEE:

+IPD, @, N : XXXXXXXXXX // received n bytes, data = XXXXXXXXXX

8. WFFF TCP 3&E1zE:

AT+CIPCLOSE=0 // delete NO.Q connection

ez -

0,CLOSED
(0

9.5. BLE AT 5 H

9.5.1. EF BLE [ &I —iBeacon

A FREINBfFh % T iBeacon RN A AT :
* ESP32 [ #% iBeacon £, ®IMISHE—IEEBLFLI,
* ESP32 [ &AM EMIRET MY iBeacon &,

& 9-1. iBeacon &=,

KE KE (F%) P

iBeacon prefix 9 02 01 06 TAFF4C 0002 15
Proximity UUID 16 ARTROARIRE &

Major 2 ARTXoS EEE

Minor 2 ARTRDE—REENRRME

9.5.1.1. ESP32 [ #% iBeacon &
1. #JtafL ESP32 IR AN BLE server:

AT+BLEINIT=2 // server role

ez -
0K

2. WTT 1%
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& EERBUT:
% 9-2. iBeacon [ & &5

E3id] TBIRE
iBeacon prefix 020106 1AFF4C 0002 15
Proximity UUID FDA50693-A4E2-4FB1-AFCF-CBEBQO7647825
Major 27 B7
Minor F2 06
TX power C5

&l BmSEELWT:

AT+BLEADVDATA="0201061aff4c000215fda50693a4e24fblafcfcbeb@764782527b7f206c5"

ez -
0K

THar #&:

AT+BLEADVSTART

ez -
0K

I EE—E, BIRIRILIETEN #BRrY ESP32 1%, W& 9-1 Pk,

< Discover

9-1. MfSE—IEREL
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9.5.1.2. ESP32 13# iBeacon £}

ESP32 #21Rp& T A LA% iBeacon | #&, M AJDAIRE N BLE client #1713, FRENE/
iBeacon [ &8 EUE, BH Host MCU H1TEIEMT,
L1l BB :

W% ESP32 2 BIC&#Ma1 A BLE server, WFHEESTIEA AT+BLEINIT=0 X8, BEMYWBNLN BLE
client,

1. #)4aft ESP32 F & BLE client:

AT+BLEINIT=1 // client role

M v -
0K

2. (ERERIRITIAIIE, FE 3!

AT+BLESCAN=1,3

My :
oK
B ES IR

+BLESCAN:
24:00:c4:02:10:0e,-33,0201061aff4c000215fda50693a4e24fblafcfc6eb@764782527b7f206c5,

+BLESCAN:24:0a:c4:01:4d:fe,-74,02010207097a4f68664b43020aeb051220004000 ,

+BLESCAN:
24:00:¢c4:02:10:0e,-33,0201061af f4c000215fda50693a4e24fblafcfc6eb@764782527b71206c5,

MIEHENERPAINER 2R EN EE (LEWET 05611 PREN EE) |,
Host MCU pIDAfBATIX S5 03, EASTVANRIXER 9-1 AR,

9.5.2. EJ BLE &EHINF

9.5.2.1. EABEETHI

LA R BIRERfE MR ESP32, HA—IRIEN Server ([F3XFRN "ESP32 Server") , 5
—IRYER Client (FXFRA "ESP32 Client") , Z*FIaN{aEEs7 BLE &%, TREUEBE.

L ER:
ESP32 Server F¥5% service bin SXHE| Flash 1, FAIRMHARSS
o UNfEIE X service bin X4, 15%E esp32-at/tools/readme.md.
* service bin XHFRIGEF ML, W esp32-at/at_customize.csv H ble_data SRR,

1. #1481t BLE Ih&E
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ESP32 Server:

a1t BLE server:

9. AT {52 £ A

AT+BLEINIT=2

// server role

MRy -
oK

BIEARSS :

AT+BLEGATTSSRVCRE

// create services

My :
oK

FERSS:

AT+BLEGATTSSRVSTART

// start services

My :

0K

ESP32 Client:

AT+BLEINIT=1

// client role

My :

0K

. $237 BLE %&#:

ESP32 Server:

il e

EHBE B/ BLE #ifit, {Ri% ESP32 Server btk fy “24:0a:c4:03:f4:d6”, fE LAl

AT+BLEADDR?

// get server's BLE address

My :

+BLEADDR:24:0a:c4:03:f4:do6
0K

B B (FIEIRME,

[ &S,

—MRAFRE) . WRRBEE BESE, WEREA

AT+BLEADVPARAM=32,64,0,0,7

Espressif

My :

0K
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9. AT {52 £ A

- EE&N R (PDRRMF) . MRRBWREN BEUE, Al #EE payload A=,

AT+BLEADVDATA="0201060B09457370726573736966030302A0"

/* The adv data is
* @2 01 06 //<length>,<type>,<data>
* QA 09 457370726573736966 //<length>,<type>,<data>
* 03 03 02A0 //<length>,<type>,<data>
*/

MM :
OK

BRYEE BRI, ERIMARCE ScanRspData (34NN £44E)

AT+BLESCANRSPDATA="0201060B09457370726573736966030302A0"

MM :
OK

AR client & Active Scan, FB4ARIBEFIHHE! ScanRspData.

- FHAE:

AT+BLEADVSTART

My :
oK

ESP32 Client:

- ERERESH (RRE, —MEFEE) . TAREMECE, TUEERESH,
BRIZELERZ active scan &, 1IESUT:

AT+BLESCANPARAM=1,0,0,100,50

e :
OK

- AT

AT+BLESCAN=1,3

My :

+BLESCAN:<BLE address>,<rssi>,<adv data>,<scan rsp data>
0K

- RRINFAIEZ ESP32 Server f5, #HiTEE:

Espressif

AT+BLECONN=0,"24:0a:c4:03:f4:d6"

79/96 2018.12




@ 9. AT 182 &R

Mgz -

o W BLE EIZRINGEIL, NIIRT +BLECONN: <conn_index>,<remote_BLE_addresss

o UM BLE EIZWRFF, MR/ +BLEDISCONN: <conn_index>,<remote_BLE_addresss
- BEIERSH
EENERZ R, AUEERSH:

AT+BLECONNPARAM=0,30,30,0, 600

My :

WA UEWER:

AT+BLECONNPARAM?

My :

- BEESKEBRETT (MTU)
mEiEEEN G, client A& Exchange MTU Request:

AT+BLECFGMTU=0, 200

My :

HAIUEWER:

AT+BLECFGMTU?

My -

3. IEEARSBIHIE:
o ESP32 Server:
- BEIEARHIARS:
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AT+BLEGATTSSRV?

Mo -

- BEIRRHARSAFLE:

AT+BLEGATTSCHAR?

Mgz -

e ESP32 Client:

- BRS:

AT+BLEGATTCPRIMSRV=0

MRy :

- EWRSHALE:

AT+BLEGATTCCHAR=0, 3

MRy -
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- IRBURSHE (BRIZAFHER M SIFFEEURIE) -

AT+BLEGATTCRD=0,3,1

i -

L1 48

ESP32 Client iEEUVFAERLIN, ESP32 Server 3271 +READ: <conn_index>,<remote BLE address>

- SRS (ERIZFLERBMSIFEIRIF) ¢

AT+BLEGATTCWR=0,3,3, ,2

i -

LI 35t88:

ESP32 Client BYFERLTN, ESP32 Server $27x +WRITE : <conn_index>,<srv_index>,<char_index>,
[<desc_index>], <len>,<value>

4. BAARSHHLE:
e ESP32 Client:
- RERSHLERT (BRZIGEBMESITRAERE)

AT+BLEGATTCWR=0,3,6,1,2

My -
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| L 33mm:

ESP32 Client S4HIEHARRT TN, ESP32 Server i@k

+WRITE:<conn_index>,<srv_index>,<char_index>,<desc_index>, <len>,<value>

e ESP32 Server:
- BRSBYHEBE (BERIZEFEBME I BEIRIE)

AT+BLEGATTSNTFY=0,1,6,3

MM :

> // waiting for serial data
OK

SRR
e ESP32 Client WZI)iBAN, Y5127 +NOTIFY:<conn_index>,<srv_index>,<char_index>,<len>,<value>

o WFE—BRE, Client I <srv_index> {& = Server A <srv_index> 18 + 2, XEIEEMR,

5. BBRSZHHAL
* ESP32 Client:
- IRERSHILEAT (BRZSILRIEIFERRIE)

AT+BLEGATTCWR=0,3,7,1,2

MM :

> // waiting for serial data, should input HEX string "@2" here
0K

EERTY::H

ESP32 Client BYHEARRTALTN, ESP32 Server 12

+WRITE:<conn_index>,<srv_index>,<char_index>,<desc_index>, <len>,<value>

e ESP32 Server:
- RBIEER (BEXRZISMERMZEHERIRE) -

AT+BLEGATTSIND=0,1,7,3

Moy :

> // waiting for serial data
OK
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| L 33mm:

e ESP32 Client WEIIER, HiRm
+INDICATE:<conn_index>,<srv_index>,<char_index>,<len>,<value>

o WFE—BRE, Client I <srv_index> {& = Server A <srv_index> 1B + 2, XEIEEMR,
9.5.2.2. BLE &{&RHl

U TFRBIERERMIR ESP32, HEh—IiR{FA Server (EXHRN"ESP32 Server”) , 55—
BRAER Client (JFXFRAESP32 Client”) , ZFINEEE BLE &, ZILEERIE.

1 ER:
ESP32 Server %% service bin X14Z| flash 1, FALARRMARSS .
o GMaJ4ERY service bin X, 1E2E esp32-at/tools/readme.md.,
*  service bin X{ERIIEFMNE, T esp32-at/at customize.csv A ble_data X RzAgHEAE

1. ¥J%A1t BLE IhgE:
e ESP32 Server:

- #WA1ER BLE server:

AT+BLEINIT=2 // server role

M Nz -
0K

- BIERSS:

AT+BLEGATTSSRVCRE // create services

M Nz -
0K

- FRERS:

AT+BLEGATTSSRVSTART // start services

|
OK

e ESP32 Client:

AT+BLEINIT=1 // client role

|
OK

2. ¥817 BLE &%
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ESP32 Server:

- THE B9 BLE bk, {fR1%& ESP32 Server ity “24:0a:c4:03:f4:d6”, 53X LALtEHE
bl SR LTI

9. AT {52 £ A

AT+BLEADDR? // get server's BLE address

My :

+BLEADDR:24:0a:c4:03:f4:do6

OK

- BCE BEUE (FNRR(E) . MRRBEE BHE, B4l HEE payload NZ=,

AT+BLEADVDATA="0201060B09457370726573736966030302A0"

/*
*

*

*

*/

The adv data is

02 01 06 //<length>,<type>,<data>

OA @9 457370726573736966 //<length>,<type>,<data>
03 03 02A0 //<length>,<type>,<data>

MM :

OK

- FHATE:

AT+BLEADVSTART

MRy -

OK

ESP32 Client:

- B THEE:

AT+BLESCAN=1,3

MM :

+BLESCAN:<BLE address>,<rssi>,<adv data>,<scan rsp dato>

OK

- RRINFAIEZ ESP32 Server 5, #H1TEE:

AT+BLECONN=0,"24:0a:c4:03:f4:d6"

Espressif

Moy :

OK

+BLECONN:Q,"24:0a:c4:03:f4:d6"
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LU I5BR:
* WNR BLE EIZMINGEIL, IR +BLECONN: <conn_index>,<remote_BLE_address>
o UNZE BLE E#ZRTFF, MJIE/ +BLEDISCONN: <conn_indexs>,<remote_BLE_address>
3. EWARSS:
e ESP32 Server:
- EARIARSS:
AT+BLEGATTSSRV?

| mf

- BEIRRHARSAFLE:

AT+BLEGATTSCHAR?

Mo :

* ESP32 Client:
- ERSS:
AT+BLEGATTCPRIMSRV=0

Mz -
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- EWRSHILE:

AT+BLEGATTCCHAR=0, 3

MRy -

4. BEEIBEE:
e ESP32 Client:

- EEZIFERIEN characteristic {ENBIBIE & EFIE, 1EIFZIF notify &
indicate #J characteristic fE N IBEIZILEE, Fla0:

AT+BLESPPCFG=1,3,5,3,7

MRy -

- FARBEELN:

AT+BLESPP

MRy -
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@ 9. AT 182 BRI
| L 334

ESP32 Client AR B RN, BOWRINEIES B BLE E5% Server i,

e ESP32 Server:
- IRIFESZ S notify 83 indicate B characteristic {0 B @B & IXEIE, BIFIFE#R
YEHY characteristic YE BB IZREIE, FIa0:

AT+BLESPPCFG=1,1,7,1,5

My :
0K

- AREEERI:
AT+BLESPP

e :

0K
> // waiting for serial data

LU 5BR:
» ESP32 Server FTREERINGE, SOWKRINEIERET BLE £%%| Client i,

o W ESP32 Client i & B T BiEE, SEFEREMIKEIEN Clent, N Client indEE 5 B 10107
Notify 85 Indicate, 20, ESP32 Client NRFFFEEE, MK SE
AT+BLEGATTCWR=0,3,7,1,1 FFR{lfr, ESP32 Server 7F BEpINEIEE,

o WFE—HRS, Client MK <srv_index> 18 = Server I <srv_index> 18 + 2, XEFEMR,

9.5.2.3. ETF BLE &EEMNAIFS
1. IESFEE
FFP B LU BLE {2518 Wi-Fi SSID #1 Password {8, UASEIE FECE Tk M 4509
INEE,

o HNER2Z BLE client [ BLE server 1£i% SSID # Password (8., pILAMERIES
AT+BLEGATTCWR;

e YR 2 BLE server [0 BLE client 1£3% SSID 1 Password 8., BILMEAIES
AT+BLEGATTSNTFY;

AP B SERN 9.56.2.1 BT,

2. BUREE

émE&%MWﬁﬁﬁﬁafLﬁmm,EE%Fﬂu@%§$W@ﬁ%mEﬁ%ﬁWﬁ
IF2, B Host MCU 338 E#URES EENH] .
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o BLE client [6] BLE server {£5%R3E, 7] HAKTAIEAEIES AT+BLEGATTCWR LI ;
o BLE server [a] BLE client 242838, "I ARTARIES AT+BLEGATTSNTFY LI ;
HHSEAIZERNX 9521 BT,
3. BItF7tER
BLE #UiER(E, bR T EmEY, TUMARINGE.
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10. OTA IfkE

10. OTA IjEE

RETHEERIAUME jot.espressif.cn LBIEB SIS, HBEENET iot.espressif.cn
Bg OTA IOEE,
1. FTFFN ST 2358 iot.espressif.cn, WIR{ER SSL A2k, MIMLLEA https.//

iot.espressif.cn,
¢ O

o000 < 0O > @@ o iot.espressif.cn a
=

My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems B/

it Start ~ Join Login

lotBucket

;

& Bwereow ‘5@
o g L oa i PO

G > ;

"‘%ﬂé?:“; /A S (

2. R LAK Join, AR, R, BRFEFIERS, JEMIKS,

lot-Espressif HAHE - OEE BR

)=

B/F Username [a-zA-Z0-9_]+
HRFE Email
Az Password

ERR

3. RERTRETREEN IR, SIR—1"BChEE.
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Espressif

10. OTA IfEE

iot.espressif.cn

o o

(5]
My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems &/ —+

lotBucket

IREFR -

wEFE EREE Fria ~ 2 weiyuanjia ~

device name, serial, key, e | =& | - ER=R - 4 & S + Bl

o000 < [Em]

bl
>3
©

iot.espressif.cn (¢] i a

My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems &/ +

lotBucket

a tliBigE

BBF  jot_test
BE  ORERE
D RTRE
FREF esp_iot_test ‘
FRAY | mmeEs ¢S

WEFR REE HF6 -

L weiyuanjia ~

iot.espressif.cn ¢ th

My tasks - Team Work  ESP32 Programming Guide

(=)
Cisco WebEx Meetings ~ Espressif Systems ~ E/E +

lotBucket

9 8T (id: 147469, serial: 107c7503 }

5 ot test @
Private Device
Product { id: 3867, name: esp_iot_test, serial: 6b4dd7a9 }
Product Secret 896eba@bd8f7c3b3ea5f2dadf6ad06e7@de12d2e
Device Secret 20e527409d83a3721fd03c8176882a6ffcdede6
Master Device Key 6f9cb5be49c7acde@90e85ca3aad64ac212c9e39

HiERE
+ Bl
TER )

R
desc-107¢7503

BEFR REE 4~ & weiyuanjia ~

Not Activated

Last Active
Device Status developing

BERBAE

=5

device key 6f9cb5be49c7acde@90e85ca3aadb4ac212c9e39 (master) =z

device key 9c3d34215al10ce3fc26ed626df4db2ald687ae91 (owner)

+ Bl

5. A%, miFECH OTABIN, 824 AT OTA token ZHRVEC & IRFZU0 T :
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10. OTA IfkE

g

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ———-).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration =——->
Bootloader config ———>
Security features ——->

AT Customized Partitions ———>
Serial flasher config -———>
Partition Table ———>

Optimization level (Debug) --—>

< Exit > < Help > < Save > < Load >

component copnfig ——mAm——mMX8XHMHMm —MmMm™m8 ™M™ M8 —MmM8¥ —MM8¥ M ————
Component config
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus —-—-=).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable
(=)
PHY ———>
[ 1 Ethernet --——-
FAT Filesystem support ——->
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS ———>
OpenSSL  ———>
SPI Flash driver ———>
AT ==

< Exit > < Help > < Save > < Load >

Component config>» AT —@M — M8MHM —M8M8M MMM M XM M MM
AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus —-—-=).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

=)

(15) uvart cts pin for AT command

[*] AT base command support.

[*] AT wifi command support.

[*] AT net command support.

[*] AT ble command support.

[ 1 AT FS command support.

[ ] OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253¢c287f725de50d4071a05dd28b72056¢ca7) The token for AT OTA.

< Exit > < Help > < Save > < Load >
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1 EFE:

10. OTA IfEE

WNSR{ER SSL OTA TheE, ZE7E menuconfig % "OTA based upon ssl", MIANTIEHITIASE,

HATREER@E, SENTEIENIRE, £ ROM &% THE, %A version
corename, ¥ EEZRIFEN BIN X{4EE RN ota.bin, AEIEEH TR,

000 < |> O *x /| O iot.espressif.cn

My tasks - Team Work  ESP32 Programming Guide ~ Cisco WebEx Meetings  Espressif Systems &

lotBucket BEAR  FREE

My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems B/

A - 2 weiyuanjia ~
j I:II:I E % | productname, serial, desc | =g | --EEFER-- 4 RS | - EEPRE-- 4
Id 3867
Name esp_iot_test
Serial 6b4dd7a9 @ (239 %)
Status FRH
Description
Activated / Total 0/1
0%
e0e® < > @ x| @ [©] iot.espressif.cn t

S

‘:I F=am {id: 3867, serial: 6b4dd7a9 }

Id 3867
Name esp_iot_test
’( Serial 6b4dd7a9 ()
¥4 Secret ARG
Description
Status developing...
Activated / Total 0/1

0%

BimERy ROM k7%

+ 3
version v1.0
beta
corename iof.test

£ rom X, ZRERS 10 DM+
seExe b oota.bin

#E RS

7. REIREN HRIRAE,
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o000 < b = | @ O] iot.espressif.cn [ [u

(5]
My tasks - Team Work ~ ESP32 Programming Guide ~ Cisco WebEx Meetings ~ Espressif Systems B/ —+

9 ™ om {id: 3867, serial: 6b4dd7a9 }

Id 3867
Name esp_iot_test
’( Serial 6b4dd7ag (105 #hdl)
¥4 Secret AERTHEE

Description

Status developing...
Activated / Total 0/1

0%

BiRER ROM k7%

+ i v1.0 ELTES x
chore(beta): v1.0 codename(iot_test)
@ ota.bin
+ &7
iﬁﬁﬂ]ﬁ 8% | device name, serial, description, etc... & S + itBolE

8. &)X AT+CIUPDATE, WIRMEIEE, MIBIRI5ER OTA F4K,
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1. [ERE
1. o) &,

IEE AT EREE, BRIHZERERATS, WEMTHMER:
o AT FHIRRAS, 5L AT+GMR FIEREURA(E & ;
o MEHREIRANES, Fl0: ESP-WROOM-32;
o MiiE<TEIRAERE, FluTE:

COM Port:|14 v I Baudrate:lllSZDD v I StopBits:Il vl
ByteSize:IB v I Flow Control:IHo Ctrl Flow VI

AT+CHMODE=1

il
Sl

Parity: |Hone s

Close Port

0K

AT+CIPSTA_CUR?
+CIPSTA_CUR:ip:“0.0.0.0"
+CIPSTA_CUR: gateway: “0.0.0.0"
+CIPSTA_CUR:netmask: “0.0.0.0"

0K
AT+CIFMUK=1

()

* EERM log ITENER, 1BMI LRE log 58, BIMATEE:

Guru Meditation Error of type StoreProhibited occurred on core @. Exception was unhandled.

Register dump:

PC 40135735 PS 00060130 A0 800f913b Al 3ffd66c0
A2 00000000 A3 3ffde828 A4 00000b68 AS b33f0000
A6 b33fffff A7 3ffbod4c A8 00000003 A9 3ffd66a0
A10 3ffd6828 A1l 00000b69 A12 00060020 A13 : 3ffc2d30
Al4 : 00000003 A15 00060023 SAR 00000000 EXCCAUSE: 0000001d
EXCVADDR: 00000038 LBEG 00000000 LEND 00000000 LCOUNT 00000000
Rebooting. ..
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